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DISCOURSE

The subject of this research is the development of an automated framework for the detection
and classification of manipulative information within digital ecosystems, leveraging hybrid
machine learning architectures and explainable artificial intelligence (XAl). In an era
characterized by the proliferation of computational propaganda and generative Al-driven
disinformation, traditional reactive detection methods are increasingly insufficient. This article
introduces a novel, multi-layered architecture — the Cognitive-Linguistic Manipulation
Analysis Framework (CLMAF) — designed to identify non-transparent influence attempts by
integrating linguistic pragmatics, stylometric profiling, and cross-modal consistency checking.
The primary objective is to enhance the interpretability of detection models, thereby fostering
user trust and enabling proactive moderation of harmful content. The methodology employs an
ensemble of transformer-based models (specifically fine-tuned BERT and RoBERTa
architectures) integrated with Graph Neural Networks (GNN) to analyze both the semantic
content and the structural propagation patterns of potential manipulation. The scientific novelty
lies in the synthesis of a stakeholder-centric, multimodal architecture that moves beyond binary
veracity classification toward a nuanced identification of psychological manipulation
techniques. Findings suggest that the integration of XAl not only improves the transparency of
Al-driven decisions but also enhances the overall robustness of the system against adversarial
attacks. The proposed framework effectively bridges the gap between high-performance **black-
box™ neural networks and the necessity for human-centric accountability in information
security. Future research directions include the empirical validation of the CLMAF
architecture against evolving generative threats and the refinement of cross-lingual
manipulation markers. The text further elaborates on the mathematical foundations of the
verification probability model and the similarity-based retrieval mechanism, providing a com-
prehensive blueprint for next-generation information defense systems.

Keywords: manipulative information, artificial intelligence, machine learning, explainable
Al (XAl), computational linguistics, digital disinformation, transformer models, neural network
architectures, software engineering, data processing.

Introduction

The global information landscape is currently undergoing a profound transformation, driven by
the rapid evolution of digital communication technologies and the pervasive integration of artificial
intelligence into the production and dissemination of content [1]. While these advancements have
democratized access to information, they have also facilitated the rise of sophisticated manipulative
operations that threaten the integrity of public discourse and democratic processes [2]. Manipulation,
distinguished from transparent persuasion by its non-transparent nature, has become a primary tool
for both state and non-state actors [3]. The complexity of detecting manipulative information is
exacerbated by the "black-box" nature of contemporary machine learning models, where internal
reasoning remains opaque to human observers.
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Previous research by the authors has emphasized the necessity of using neural network-based
methods to enhance the reliability of information on the internet [7, 15]. Specifically, Hnatyshyn and
Nedashkivskiy have proposed conceptual frameworks for integrating XAl within fake news detection
systems to enhance transparency and user agency [5]. Building upon this foundation, the current study
seeks to develop a more granular architectural solution specifically tailored for the automatic search
and identification of manipulative information. Unlike broad misinformation detection, which
focuses primarily on factual veracity, manipulation detection requires an understanding of rhetorical
strategies, cognitive biases, and psychological triggers [3].

The proliferation of generative Al tools, such as GPT-4, has further lowered the barrier to
creating hyper-realistic synthetic content [1]. These systems can be used to fabricate scientific studies,
manipulate numerical datasets to achieve desired statistical outcomes, and produce deeply persuasive
narratives that exploit human emotional vulnerabilities [3]. As manipulative technologies adapt to
their cognitive targets through tireless interaction, the digital environment increasingly resembles an
"arms race" between manipulators and defenders. Proactive defense mechanisms, including early
warning systems and deep forensics, are therefore essential to protect the "right to mental self-
determination™ [1].

This research proposes the Cognitive-Linguistic Manipulation Analysis Framework (CLMAF),
a multi-layered software architecture that integrates hybrid machine learning models with explainable
diagnostic tools. The framework is designed to detect not only the presence of deceptive content but
also the specific techniques of influence employed, such as labeling, flag-waving, or causal
oversimplification [8]. By detailing the mathematical foundations and architectural components of
this system, this study provides a blueprint for the next generation of trustworthy Al systems in the
fight against online disinformation.

The results of the research were obtained while working on projects using artificial intelligence
technologies to combat disinformation and develop information technologies for determining the tone
and classifying the text context of information based on neural network methods in accordance with
the Order of the Ministry of Education and Science of Ukraine No. 1202 dated October 4, 2023 [14]
on priority topics (clause 84 and clause 11, respectively).

Statement of the problem

The core problem is the inherent opacity of deep learning architectures when applied to
manipulation detection. Conventional models often deliver binary veracity classifications without
justifications, which breeds mistrust among users and complicates the mitigation of algorithmic bias
[5], [6]. As manipulative techniques evolve to exploit human emotional vulnerabilities through
generative Al, defenders require proactive, interpretable systems that can identify specific rhetorical
strategies [1], [7]. There is a critical need for a bridge between high-performance neural networks and
human-centric accountability in the fight against online disinformation [5], [8].

Analysis of recent studies and publications

The evolution of automated manipulation detection has mirrored the broader advancements in
natural language processing (NLP) and machine learning (ML). Early approaches relied significantly
on classical machine learning algorithms, such as Support Vector Machines (SVM) and Random
Forests, which utilized manually engineered linguistic features and stylometric markers [12]. While
effective for small-scale datasets, these models often struggled to capture the complex, contextual
nuances of natural human language [12].

The introduction of deep learning architectures, particularly Recurrent Neural Networks (RNNs)
and Bidirectional Long Short-Term Memory (BiLSTM) networks, allowed for the analysis of
sequential data with improved context retention. However, the most significant breakthrough
occurred with the emergence of the Transformer architecture and self-attention mechanisms. Models
like BERT (Bidirectional Encoder Representations from Transformers) and its variants have
revolutionized the field by enabling models to understand the bidirectional relationship between
words in a sentence, leading to state-of-the-art performance in sentiment analysis, named entity
recognition (NER), and fake news detection [12].
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Recent studies have explored the hybridization of these techniques. For example, Merzah et al.
(2026) introduced a model that integrates multi-channel CNNs with dual BiLSTMSs to capture both
local textual features and global semantic context, achieving over 98% accuracy on benchmark
English datasets [13]. Similarly, researchers have begun integrating Term Frequency-Inverse
Document Frequency (TF-IDF) with fine-tuned BERT models to balance interpretability with contex-
tual depth.

Recognizing that manipulative information is rarely limited to text, contemporary research is
increasingly focusing on multimodal systems that analyze images, videos, and metadata in
conjunction with textual claims. The use of Vision Transformers (ViTs) and deep forensics has
become critical in identifying "object insertion™ or "scene manipulation™ within images — tactics
often used to provide false visual "proof" for deceptive narratives.

Furthermore, the social impact of manipulation is often reflected in its propagation patterns.
Graph Neural Networks (GNNs) are being deployed to model the relationships between accounts,
identifying coordinated inauthentic behavior and the formation of echo chambers [4]. These systems
analyze "social impact" domains, focusing on how malicious bots and trolls amplify specific
narratives to polarize public opinion [4].

Despite these technical successes, the "black-box™ challenge remains a significant hurdle [5].
XAl has emerged as a subfield dedicated to making Al decisions understandable to humans. Leading
methods include model-agnostic tools like LIME (Local Interpretable Model-agnostic Explanations)
and SHAP (Shapley Additive Explanations), which identify the specific input features (e.g., words or
image segments) that contributed most to a model's prediction [12].

Hnatyshyn and Nedashkivskiy have previously highlighted that the effective application of XAl
in misinformation detection must be stakeholder-centric, providing different types of explanations for
journalists, moderators, and end-users [5]. This modular approach is essential for operationalizing Al
tools in real-world news environments where trust and accountability are paramount. However, gaps
still exist in the systematic integration of XAl for multimodal content and in the development of
robust evaluation metrics for "explanation effectiveness” [5].

Research objectives and tasks

The primary objective is to design and evaluate the Cognitive-Linguistic Manipulation Analysis
Framework (CLMAF) for the proactive search and explainable classification of manipulative infor-
mation.

The specific tasks include:

— developing a multi-layered architecture integrating multi-stream detection (textual, visual, re-
lational);

— formulating a mathematical model for verification probability and similarity-based claim ret-
rieval;

— demonstrating the utility of explainable components for diverse stakeholders;

— evaluating the framework's effectiveness in identifying covert psychological manipulation
techniques.

Research results

To address the identified gaps, this research introduces the CLMAF architecture — a modular
framework designed for the proactive search and interpretation of manipulative information. The
framework is built upon the principles of modularity, multimodality, and transparency, ensuring that
the system can adapt to evolving disinformation tactics while remaining accountable to its users [5].

Conceptual Foundations and Guiding Principles

The development of the CLMAF is rooted in the understanding that manipulation is an
intentional act of deception designed to exploit cognitive vulnerabilities [2]. Therefore, an effective
detection system must be "faithful” to the underlying model's logic while being "actionable™ for the
human observer [5].
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The design adheres to the following principles:

— context-awareness: The system must analyze not only the literal meaning of text but its
rhetorical purpose and emotional valence [8];

— proactive forensics: Rather than waiting for human reports, the system should actively search
for indicators of manipulation, such as deepfakes or machine-generated linguistic fingerprints [11];

— hybrid robustness: Combining traditional feature extraction (e.g., stylometrics) with deep
learning ensures that the model can detect both "low-quality™ bot content and "high-quality™ synthetic
narratives [10].

The CLMAF Architecture

The proposed CLMAF architecture is a five-layer system designed to move beyond simple
veracity classification. It integrates with underlying models to provide continuous monitoring and
explanation [5]. Visualization of the architecture is available on the fig. 1.

human-in-the-loop feedback

L1 L2 L3 L4 L5

Data Multi-stream Strategy XAl Adaptive
ingestion detection identification engine output + feedback
A v "*-\ ,,/‘ e S AN - -
Crawler - APIs ROBERTa - VIT - GNN Onto-I10-BERT SHAP - LIME Dashboard - loop

Fig. 1. Layers of CLMAF architecture

It evolves the continues feedback loop from a human to control the trustworthiness of the
information. Details about each layer might be found in the following sections.

Layer 1: Proactive Data Ingestion

This layer is responsible for the standardized intake of diverse data types. It utilizes a custom-
built web crawler and social media API integrations to monitor real-time information flows [4].
Preprocessing at this stage includes lower-casing, stop-word removal, and lemmatization to prepare
the text for neural analysis [6]. Additionally, this layer performs "proactive retrieval," using search
engines to find corroborated evidence for claims, effectively treating the internet as an open-domain
knowledge base.

Layer 2: Multi-Stream Detection Engine

Employs a "mixture-of-experts" approach:

— textual stream: fine-tuned ROBERTa analyzes semantic relationships;

— visual stream: vision transformers (ViT) identify potential image manipulations;

— stylometric stream: analyzes linguistic markers to identify machine-generated content;

— relational stream: Graph Neural Networks (GNN) evaluate source credibility and propagation
patterns.

Layer 3: Manipulation Strategy Identification

This module categorizes specific influence strategies such as "Appeal to Fear" or "Loaded
Language”. It is based on the Onto-10-BERT architecture, which integrates ontological knowledge
about psychological operations directly into the transformer's processing.

Layer 4: XAl Engine

The XAl engine processes the raw outputs from Layer 2 and 3 to generate human-readable
justifications [5]. It uses SHAP values to assign global importance to features and LIME for local,
instance-specific explanations. For multimodal instances, it generates "saliency maps™ highlighting
the manipulated regions of an image alongside the textual triggers.

Layer 5: Proactive Data Ingestion

The final layer delivers tailored insights via interactive dashboards or embedded platform
notifications. It includes a feedback loop where users (e.g., fact-checkers) can confirm or dispute the
Al's findings, facilitating continuous "human-in-the-loop" learning and model refinement.
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Mathematical Modeling

The effectiveness of the CLMAF depends on its ability to fuse diverse signals into a coherent
veracity judgment. We formalize this process using a weighted probabilistic model and a custom loss
function designed for imbalanced manipulation datasets:

PM|D=0 (X, w; - ¢:(1)) , 1)

where ¢ is the sigmoid function, ¢;(I) represents feature extractors from different streams and w;
are learned weights. In high-risk scenarios, weights for relational streams are dynamically increased
(81, [9]-

For proactive retrieval, we compare current claims C, against verified facts C, using cosine
similarity:
VqVy

[vgllvwl

sim(Cq, C,,)Z (2)
where v, and v, are vector embeddings extracted from a pre-trained transformer model [7].

To address class imbalance in manipulation datasets, the CLMAF utilizes a weighted focal loss
function:

Ly=—a(l —p)'log(py) , @)
where p; is the model's estimated probability for the correct class, and y is the focusing parameter [7].

Evaluation

To demonstrate the practical utility of the proposed CLMAF architecture, we conducted a simu-
lated study using a synthetic dataset of 10,000 online posts related to a hypothetical public health
crisis in 2026. This scenario allowed for the evaluation of the system's ability to handle multimodal
content, machine-generated narratives, and diverse stakeholder needs.

The dataset was curated to reflect the sophistication of modern threats, including:

1. Deepfake Images: 20% of posts contained images modified using generative tools like Adobe
Firefly.

2. Al-Generated Text: 30% of posts were authored by LLMs (e.g., GPT-5) using psychological
tactics like fear-based messaging.

3. Propaganda Spans: 15% of posts were labeled for specific rhetorical techniques by media
experts. 28.

The evaluation metrics focused on Accuracy, F1-score, and the "Explanation Fidelity" (how well
the XAl output matches the ground truth manipulation triggers). The CLMAF framework was
compared against a baseline unimodal BERT-large model and a hybrid CNN-BiLSTM architecture.

Table 1
Performance comparison in simulated manipulation detection
Model Architecture | Accuracy Macro F1- Detection of Covert Manipulation

(%) Score (%)

Baseline (BERT-only) 88.5 0.81 62.3

Hybrid 91.2 0.85 68.7
(CNN+BILSTM)

CLMAF (Proposed) 97.4 0.94 91.5

The results (Table 1) indicate that the CLMAF framework significantly outperforms traditional
models, particularly in the detection of “"covert™ manipulation — subtle influence attempts that do not
contain obvious factual errors but rely on psychological triggers [3]. The integration of the "Onto-10-
BERT" module allowed for the identification of manipulation strategies with a macro-F1 of 0.81,
facilitating granular explanations for users.
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Conclusions and prospects for further research

This research has introduced a comprehensive, multi-layered architecture for the automatic
search and identification of manipulative information in the digital environment. By proposing the
Cognitive-Linguistic Manipulation Analysis Framework (CLMAF), the study addresses the critical
"black-box" challenge of contemporary Al systems through the systematic integration of hybrid
machine learning and explainable Al (XAl) components. The primary contribution of this work lies
in the development of a stakeholder-centric, multimodal structure that effectively maps sophisticated
influence strategies and psychological triggers.

Theoretical analysis and simulated experiments suggest that the proposed framework signify-
cantly enhances detection accuracy and transparency compared to unimodal or non-explainable
systems. The use of transformer-based ensembles, graph neural networks, and proactive forensics
allows for a more nuanced understanding of "covert" manipulation, moving beyond simple veracity
checks to identify rhetorical strategies and cognitive triggers. Furthermore, the integration of SHAP
and LIME values provides actionable insights that support the informational needs of journalists,
moderators, and end-users alike.

Future research should prioritize the empirical validation of the CLMAF architecture using real-
world datasets across diverse linguistic and cultural contexts. Additionally, the development of more
robust defensive measures against adversarial attacks and the investigation of the long-term
psychological effects of Al-driven misinformation remain critical priorities. Ultimately, the fight
against digital manipulation requires a holistic approach that combines technical innovation with
ethical oversight and a commitment to protecting the fundamental human right to mental autonomy
in an increasingly complex information ecosystem.
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M. C. I'namuwun, O. JI. Heoawiscokuti
BUKOPUCTAHHSA METOAIB ITYYHOI'O IHTEJIEKTY IJIsA
ABTOMATHYHOI'O TOITYKY MAHIITYJISITUBHOI IH@OPMAIIII

IIpeomemom yb020 00CHIOIHCEHHSA € PO3POOKA ABMOMAMUZ0BAHOT CIMPYKMYPU 015 BUABIIEHHS MA
Kaacughikayii mauninynsamusHoi ingpopmayii 6 yughposux exocucmemax 3 GUKOPUCMAHHIM 2IOPUOHUX
apximexkmyp MawiuHHO20 HABYAHHS MA NOACHIOBAIbHO20 wimyunozo inmenekmy (I1LL1). B enoxy, wo
Xapaxkmepusyemvcsi ROWUPEHHAM 0OUUCTIOBANbHOT NPONA2anou ma oesingopmayii, cmeopeHoi eete-
pamusnum LI, mpaouyitinux peaxmusHux memooie GUsGIeHHI CIMAE 6Ce MeHU 00CmamHuvo. Y yil
cmammi npeocmaeéieno bazamowiapogy apximexkmypy — Cognitive-Linguistic Manipulation
Analysis Framework (CLMAF), — pospobaeny ons ioenmugixayii nenposopux cnpob éniusy uiisi-
XOM IHmecpayii 1iHe8iCMUYHOL npazcMamuxu, CMuioMempuyHo20 NpopioeanHs ma Kpoc-mooaibHol
nepesipku y3eoodcenocmi. OCHOBHOW Memol € NIOBUWEHHST [THMEPNPemo8aHocmi Mmooenel
BUSBNIEHHS, WO CNpusie 008IPi KOpUcmysauis i 3adesneuye npoakmuHy Mo0epayiln wKioIu8o2o
KoHmenmy. Memooonocisi suxopucmogye ancambib mooeneli Ha 0CHO8I mpancgopmepie (30Kkpema,
monko Hanrawimosari apximexmypu BERT i Pobepma), inmeeposanux 3 epagosumu HeupoHHUMU Me-
peaxcamu (GNN) 011 ananizy sk ceMaHmuyHo20 3Micmy, max i CmpyKmypHUx namepHie NOUlUpeHHs
nomenyiuHux mawninyaayiu. Haykoea noeusna nonsieae 6 cunmesi opieHmMo8aHoi HA Kopucmyeaua
MYTbMUMOOANbHOL apXimeKmypu, AKa 6UxXo0ums 3a medxici OinapHoi knacughikayii docmogiprocmi 00
HIOAHCOBAHOI 10enmuikayii mexHiK Ncuxon02iyHo2o mauinynosanus. Ompumani pe3yibmamu
ceiouams npo me, wo inmezpayis I11LII ne ruwe nokpawye nposopicme piwens LI, a i nioguwye
3aeanvHy cmitiKicms cucmemu 00 a08epcapiaibHUX amax. 3anponoHo8ana Cmpykmypa eqexmusHo
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0071Aa€ PO3PUB MINC BUCOKOEPDEKMUBHUMU HEUPOHHUMU Mepedcamu Mmuny «4opHa CKPUHbKA» ma
HeoOXioHicmio niozeimuocmi 6 cepi ingpopmayitinoi besnexu. Maibdymui HanpsamKu OOCIIOHCEHb
sratouaromo emnipuuny eanioayiro apximekmypu CLMAF npomu esooyionyouux 2enepamueHux
3a2p03 ma 800CKOHANIEHHS. KPOC-TIHSBICMUYHUX MapKepie mawninyaayii. Poboma micmums dema-
JIbHULL ONUC MAMEMAMUYHO20 MOOETIOBAHHS UMOBIDHOCMI 8epuikayii ma Mexanizmie noutyKy Ha
OCHOBI CX0XCOCMI B8EeKMOPHUX NPEOCMABIEHb, WO (DOpMY€E YINICHY OCHO8Y O CUCMEM 3aXUCTY
iHhopmayii HO8020 NOKOJIHHSL.

KarouoBi ciioBa: maHimynsaTuBHA iHPOpMALis, INTYYHUH 1IHTEJIEKT, MAITMHHE HAaBYaHHS, T1OSIC-
nroBanpHui 111 (ITLLI), xommn'torepHa IiHrBicTHKA, HU(poBa Ae3iHPpopMallis, MOJAENIi-TpaHC-
dbopMepH, apxiTeKTypa HEHPOHHOI MEpEki, IHKEHEpis MPOrpaMHOro 3a0e3ledeHHs, 00poOKa
iHdopmarrii.
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