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SUSTAINABLE DEVELOPMENT OF SMART REGIONS: A SET-THEORETIC DATA
MODEL FOR ASSESSING THE CYBER RESILIENCE OF CRITICAL
INFRASTRUCTURE ENTITIES

The increasing complexity and intensity of cyber threats to critical infrastructure entities
(CIE) necessitate a transition from classical protection methods to comprehensive cyber resilie-
nce strategies. The aim of this research is to create a formal mathematical toolkit for assessing
the ability of infrastructure entities to anticipate attacks, withstand them, recover, and adapt to
changes. This work proposes a set-theoretic data model (STDM) that, for example, generalizes
and formalizes the hierarchical structure of the MITRE Cyber Resiliency Engineering Frame-
work (CREF). The research methodology is based on the introduction of sets of identifiers for
goals, objectives, sub-objectives, and basic resilience measures, as well as on the development
of a unique indexing system for their unambiguous mapping. The modeling results create a ri-
gorous mathematical foundation for systematic cyber resilience analysis, enabling the identify-
cation of protection gaps and informed resource prioritization. For instance, the generalization
of CREF through a set-theoretic approach ensures high model flexibility to dynamic changes
in the threat landscape and specific requirements of different types of CIE. It is concluded that
the implementation of the model directly contributes to the long-term reliability and ensures the
effectiveness of sustainable development of critical infrastructure in smart regions, aligning
with the UN Sustainable Development Goals (SDGs 9 and 11) in the context of building resilient
and secure socio-technical systems.

Keywords: sustainable development, smart regions, cyber resilience, critical infrastructure
entities, set-theoretic data model, MITRE CREF, resilience assessment, decision support.

Introduction

The resilience of CIE is inextricably linked to the concept of sustainable development of smart
regions. Ensuring the continuous operation of vital services such as energy, water supply, transport,
etc., is a necessary condition for economic stability and social well-being. From the perspective of
sustainable development of smart regions, cyber resilience is not merely a technical requirement but
a strategic capability that supports the United Nations (UN) Sustainable Development Goals, particu-
larly SDG 9 (Industry, Innovation and Infrastructure) and SDG 11 (Sustainable Cities and Commu-
nities).

The current stage of digitalization of critical infrastructure is characterized by exponential gro-
wth in the complexity and interconnectedness of control systems, accompanied by a corresponding
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increase in the set of attacks and vulnerabilities. CIE refers to energy systems, transportation net-
works, water supply, telecommunications, financial institutions, healthcare systems, etc., which are
be-coming increasingly dependent on digital technologies, making them attractive targets for adversa-
ries — cybercriminals, hacktivists, state actors, etc.

Statistics on cyber incidents demonstrate a negative trend related to attacks on critical infrastruc-
ture, which are becoming not only more frequent but also more sophisticated and destructive. For
example, DDoS attacks can paralyze entire industries, phishing campaigns compromise privileged
user accounts, and Advanced Persistent Threats (APT) provide attackers with long-term unauthorized
access to critical systems. Particularly dangerous are attacks on supply chains and "zero-day" attacks
that exploit previously unknown vulnerabilities.

The traditional cybersecurity paradigm, based on the principle of "prevention and detection,"
shows its insufficiency in conditions where the assumption of inevitable successful compromise beco-
mes realistic. This has led to the emergence of the concept of cyber resilience as one of the fundamen-
tal bases for sustainable development of smart regions, characterized by the system's ability not only
to resist attacks but also to maintain critical functions during an incident, quickly recover, and adapt
to new threats.

For example, CREF, developed by the MITRE Corporation [ 1] with support from the U.S. Natio-
nal Security Agency, offers a comprehensive approach to ensuring cyber resilience through structu-
ring goals, objectives, sub-objectives, and specific technical and organizational actions. However, the
practical application of CREF is complicated by the absence of formalized mathematical models that
would allow effective assessment of cyber resilience levels, comparison of different protection strate-
gies, and justification of management decisions regarding the allocation of limited resources to ensure
the effectiveness of sustainable development of smart regions.

The use of a set-theoretic approach provides the opportunity to create powerful tools for formali-
zing complex hierarchical structures, establishing relationships between elements of different levels,
and creating a mathematical foundation for developing assessment algorithms. Its application, for
example, to model CREF allows the transition from qualitative descriptions to quantitative metrics
of cyber resilience (cyber-resilience).

The creation of a formal set-theoretic model for assessing and enhancing cyber resilience will
enable the maintenance of infrastructure durability and reliability, ensuring the sustainable develop-
ment of smart regions in an increasingly volatile digital environment.

The growing number and complexity of cyberattacks on CIE creates serious challenges for natio-
nal security and the stability of vital systems. Modern threats have high potential not only to disrupt
the normal functioning of critical systems but also to cause cascading failures with long-term negative
consequences for the sustainable development of smart regions. Traditional approaches to cybersecu-
rity, which focus primarily on point protection and incident prevention, prove insufficient in conditi-
ons where complete avoidance of threats becomes practically impossible. Therefore, the concept of
cyber resilience, as a fundamental component of ensuring the effectiveness of sustainable develop-
ment of smart regions, provides systems with the ability to anticipate threats, withstand attacks, quic-
kly recover, and adapt to new operating conditions, enabling the creation of cyber-resilient systems
for CIE. One of the first steps in creating such systems is the development of a set-theoretic data mo-
del for assessing the cyber resilience of CIE. Such a model will allow formalization, for example, of
the CREF structure, establish quantitative relationships between goals, objectives, and actions, and
create a mathematical foundation for calculating integral indicators of CIE resilience under various
cyber threat conditions. Therefore, the development of STDM for assessing the cyber resilience of
CIE, as an element of ensuring sustainable development of smart regions, is a relevant scientific task.

Statement of the problem
Ensuring the cyber resilience of CIE, as a condition for ensuring the effectiveness of sustainable
development of smart regions, is a complex multi-level task requiring coordination of efforts at strate-
gic, tactical, and operational levels. For example, CREF defines four strategic goals (anticipate, with-
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stand, recover, adapt), eight tactical objectives, and dozens of sub-objectives and specific actions to
achieve them. However, the absence of a unified formalized model integrating all these elements
creates a number of critical problems:

o the unstructured representation of knowledge about cyber resilience complicates the plan-
ning process for protective measures. Decision-makers face the need to analyze large amounts of do-
cumentation without a clear understanding of the relationships between goals at different levels and
their relative importance for a specific infrastructure object;

o the absence of quantitative metrics makes it impossible to objectively assess the current level
of cyber resilience and compare alternative strategies for its improvement. Management decisions are
often made based on expert assessments without sufficient mathematical justification, which reduces
the efficiency of using limited financial and human resources;

o the absence of a formalized connection between types of cyber threats and necessary basic
cyber resilience measures complicates the risk-oriented planning process. Different threats (DDoS,
phishing, APT, supply chain attacks, etc.) require different combinations of protective measures, but
determining the optimal set of basic countermeasures for a specific threat profile remains a non-trivial
task;

o the dynamic nature of the cyber threat landscape requires constant adaptation of cyber resi-
lience strategies. Without a formalized model that allows quick reassessment of priorities and reallo-
cation of resources in response to new threats, organizations remain vulnerable to dynamically evol-
ving attacks;

o the complexity of integrating the concept of cyber resilience into the design and moderniza-
tion process of CIE systems. System engineers and architects need clear, mathematically formalized
recommendations for the informed selection and implementation of specific cyber resilience mecha-
nisms at different stages of the system lifecycle.

Thus, to address these issues, at the first stage there is a need to develop a formalized STDM
that will allow:

e structuring the hierarchy of all related elements ensuring the implementation of the cyber re-
silience concept through mathematical relationships;

e implementing unambiguous identification and indexing of all repeated cyber resilience mea-
sures;

e introducing quantitative indicators of goal importance and effectiveness of implementing
basic cyber resilience measures;

o establishing a formal connection between sets of threats and basic cyber resilience measures;

e creating a mathematical foundation for calculating integral indicators of cyber-resilience;

o ensuring the possibility of adapting the model to the specifics of particular CIE.

This will allow the transition from qualitative descriptions of cyber resilience to quantitative
assessment methods, which is a necessary condition for making informed management decisions in
the field of CIE protection to ensure the effectiveness of sustainable development of smart regions.

Research objectives and tasks

The purpose of the article is to formalize the process of forming generalized data sets necessary
for implementing the process of assessing the cyber resilience of CIE as an element of ensuring the
effectiveness of sustainable development of smart regions.

To achieve the stated goal, it is necessary to solve the following tasks:

1. Formalize the hierarchical structure for implementing the assessment process by introducing
sets of identifiers for goals, objectives, sub-objectives, and basic cyber resilience measures.

2. Based on the set-theoretic approach, establish mathematical relationships between elements
of different hierarchy levels in assessment processes.
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3. Develop an indexing system for unambiguous identification of each basic cyber resilience
measure with binding to the corresponding sub-objective, objective, and goal.

4. Formalize the set of cyber threats and establish the relationship between types of threats and
necessary basic measures for ensuring cyber resilience.

5. Create a generalized STDM and its structure that integrates all elements involved in the pro-
cess of assessing the cyber resilience of CIE.

Analysis of recent studies and publications

The problem of ensuring cyber resilience of CIE is actively studied by the international and do-
mestic scientific community. Based on the research tasks, let us define four key criteria (formalization
of hierarchical structure of cyber resilience elements (C1); establishment of mathematical relation-
ships between elements of different hierarchy levels (C2); creation of indexing system for basic cyber
resilience measures (C3); formalization of relationships between cyber threats and basic cyber resi-
lience measures (C4)) for analyzing existing approaches to implementing the process of assessing the
cyber resilience of CIE described in known publications.

In the mentioned publications, there are separate studies linking threat types with countermeasu-
res in specific contexts, but there is no generalized formalized model for mapping the set of cyber
threats to the set of basic cyber resilience measures for CIE. A consolidated analysis of studies by cri-
teria is presented in Table 1, where «0», «— —», «—», «— +», «+» respectively reflect development le-
vels in the specified source as "Absent", "Very Low", "Low", "Below Average", "Average".

Table 1
Consolidated Analysis of Studies by Criteria
Source C1: C2: Mathematical C3: Indexing C4: Threats-
Hierarchy Relationships Formalization Measures
Formalization

[1] + —— 0

[2] + __ __

[3] + - - -

[4] —+ — —— 0

[5], [9], [18] — 0 0 0
[6], [12] 0 + 0 0
[71, [16] — — 0 —

[8] 0 — 0 —
[10] 0 _ 0 —_
[11] - —— 0 0
[13] — 0 0
[14] —+ + - 0

[15],[29] - —+ 0 —
[17] —— 0 0 0
[19], [27] 0 0 0 0
[20], [23], [25] - + 0 0
[21] 0 —+ 0 0

[22] 0 —+ 0 ——
[24] 0 — 0 0

[26] — —+ 0 ——
[28] —+ —+ 0 0
[30] - —+ 0 0
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Summarizing the results of the analysis of recent research, we can note:

1. Critical gaps in formalization regarding C1-C3: Despite the availability of structured frame-
works (CREF, NIST), there is no generalized set-theoretic formalization of hierarchical cyber resilie-
nce structures with an unambiguous indexing system;

2. Absence of formal mappings regarding C4: There are no general models that formally define
correspondence between types of cyber threats and necessary basic cyber resilience measures;

3. Complexity of transition from theoretical provisions to practical solutions: Conceptual fra-
meworks (CREF, NIST) are widely used, but their practical application is complicated by the absence
of formalized models for implementing automated assessment processes;

4. Limited adaptability: Most studies focus either on general principles (without specifics) or
on narrow domains (SCADA, ICS); generalized mathematical data models that enable adaptation to
different types of CIE are absent.

Taking into account the conducted analysis and research relevance, there arises a need to develop
an appropriate STDM. It will enable generalization and formalization of the hierarchical structure of
cyber resilience parameters, ensure unambiguous identification of all elements, establish relationships
between components of different levels, and create a mathematical foundation for automating the pro-
cess of assessing CIE resilience under dynamic cyber threat landscape conditions.

Research results
To build the necessary data model, we will use a set-theoretic approach. For this, we introduce
a set of goal identifiers that will enable ensuring the cyber resilience of CIE:

{UGS} GS,,GS,.....GS,}, (1)

where i = I,_n, and n — number of goals.

For example, when n=4 taking into account CREF goals [1], expression (1) can be written as:

{UGS} {GS,,GS,,GS,,GS,} ={ANT,WITH,REC, AD} )

where GS,=ANT identifier of the first goal - «kANTICIPATE», GS, =WITH identifier of the second
— «WITHSTAND», GS,=REC identifier of the third - KRECOVERY, and GS, =AD identifier of

the fourth goal <ADAPT.
Next, we introduce a set of objective identifiers OS that need to be solved to achieve the goals
whose identifiers are defined in the set GS:

{UOS} {0S,,08,...,0S,} (3)
where OS,; — identifier of the i-th objective (i = Lo ), and o — number of objective identifiers.
For example, when 0=8 taking into account [1], formula (3) can be represented as:
{U 0s, } {0S,,08,,...,08,} ={PA,PR,CN,CS,RE,UN,TR, RA} (4)

where OS,=PA, OS, =PR, OS,;=CN, OS,=CS, OS,=RE, OS,=UN, OS,=TR, OS;=RA are

also identifiers from the first to eighth objective «PREVENT/AVOID», «PREPAREy,
«CONTINUEY», « CONSTRAIN», «cRECONSTITUTE», «UNDERSTAND», «TRANSFORM»,
«RE-ARCHITECT)» respectively.
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To solve the objectives defined by their identifiers in the set OS, (i = 1,_0) (see (2)), we introduce

a set of sub-objective identifiers OS; associated with solving each i-th objective:

Z{OOS”} {0s,.08,.0S,,....08, |, (5)

where OS,; — identifier of each j-th sub-objective ( j =1,s, ) of the i-th objective, and s, (i = l,_o)

— number of sub-objectives necessary to solve the i-th objective.
Taking into account (5), expression (3) can be written as follows:

{0s,.08,,....0s, .

:{O{Uosy}}: {05,,.05,,....08, } ...} (6)
i=1 | j=1

{0s,.058,,....08, |

ol?
For example, based on [1], formula (5) when s, =5, =5, =5,=4, 5, =5,=3, 5, =5, =2 has the

form:

{Uos} {0S,,,0S,,,08,,,0S,,} ={PA.S1, PA.S2, PA.S 3, PA.S4}

where for the first objective OS,,= PA.S1=«APPLY BASIC HYGIENE AND RISK-
ORIENTED CONTROLSy», OS,,=PA4.52 =«LIMIT IMPACT OF THREATENING

EVENTS», OS,;=PA.53 =«<REDUCE ADVERSARY'S PERCEIVED ADVANTAGES», OS,,
= PA.S4 =«<CHANGE CONFIGURATIONS BASED ON THREAT DATA»;

{Uos} {0S,,,0S,,,0S,,} ={PR.S1, PR.S2, PR.S3},

where for the second objective OS,, = PR.S1=«CREATE AND MAINTAIN CYBER
STRATEGIES», OS,,=PR.S2 =«<PROVIDE RESOURCES NECESSARY FOR CYBER

MEASURES», OS,,=PR.S3 =«VERIFY REALISM OF CYBER PLANS FOR
IMPLEMENTING MEASURESY;

{Uos} {0S,,,0S,,,0S,,} ={CN.S1,CN.S2,CN.S3}

where for the third objective OS;;=CN.S1=«MINIMIZE SERVICE QUALITY
DEGRADATION», OS;,=CN.S2=«MINIMIZE SERVICE INTERRUPTIONS», OS,,=
CN.S3=«ENSURE CURRENT FUNCTIONING IS CORRECT»;

{Uos} {0S,,,0S,,,0S,,,08,,} ={CS.51,CS.52,CS.53,CS.54} ,

where for the fourth objective OS,, =CS.S1=«IDENTIFY POTENTIAL DAMAGE», OS,,=
CS.S2=«ISOLATE RESOURCES TO LIMIT FUTURE OR FURTHER DAMAGE», OS ;=
CS.S3=«MOVE RESOURCES TO LIMIT FUTURE OR FURTHER DAMAGE», OS, =

CS.54=«CHANGE OR REMOVE RESOURCES AND HOW THEY ARE USED TO LIMIT
FUTURE OR FURTHER DAMAGEy;
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{UOS} {0S,,,08,,,0S,;,0S,,} = {RE.S1,RE.S2,RE.S3,RE.S4} ,

where for the fifth objective OS;;=RE.S1=«IDENTIFY DAMAGE AND UNTRUSTWORTHY
RESOURCESy, OS;,=RE.S2 =«<RESTORE FUNCTIONALITY», OS,;=RE.S3
=«HEIGHTEN PROTECTIONS DURING RECONSTITUTION», OS,,=RE.S4

=«DETERMINE THE TRUSTWORTHINESS OF RESTORED OR RECONSTRUCTED
RESOURCESY;

{Uos} {0S,,,0S,,,0S;,08S,,} = {UN.S1,UN.S2,UN.S3,UN.S4}

where for the sixth objective OS,; =UN.S1=«UNDERSTAND ADVERSARIES», OS,,=UN.S2
=«UNDERSTAND DEPENDENCIES ON AND AMONG CYBER RESOURCES», OS,=

UN.S3=UNDERSTAND THE STATUS OF RESOURCES WITH RESPECT TO THREAT
EVENTS», OS,,=UN.S4 =«<UNDERSTAND THE EFFECTIVENESS OF CYBER

SECURITY AND CYBER RESILIENCY CONTROLSy;

{Uos} {0S,,,0S,,} ={TR.S1,TR.S2},

where for the seventh objective OS,, =TR.S1=«REDEFINE MISSION THREADS FOR

AGILITY», OS,,=TR.S2=«REDEFINE MISSION/BUSINESS FUNCTIONS TO MITIGATE
RISKS»;

{Uos} {0S,,,08,,} = {RA.S1,RA.S2},

where for the eighth objective OS;;=RA.S1=«RESTRUCTURE SYSTEMS OR SUB-

SYSTEMS TO REDUCE RISKSy, OS,,=RA.S2 =«<MODIFY SYSTEMS OR SUB-SYSTEMS
TO REDUCE RISKS».
To solve the sub-objectives defined in the set of their identifiers OSU. (i= 1,_0; j=Ls,. ) (see

(3)), we introduce a set of functions OS, (U A, ) for implementing basic measures of each s, -th

sub-objective based on a set of corresponding methods U A
I=1

0s, = {U oS, (U Ay )} = {()SU.1 (J4,,).0S,, (U Apn)s 08y, (U 4y, )} : (7)
k=1 1=1 =1 =1 =1

where OS); — function implementing basic measures (k =1, 7)1,

i » then:

o 1 — number of basic measures for

solving the §;-th sub-objective, 4, (/=1,a; ) —/-th argument defining the method (approach, tech-

nical solution, etc.) for implementing the basic k-th measure of the s, -th sub-objective, @, —num-

ber of possible arguments for implementing the basic £-th measure (note: in case of absence of met-
hod, approach, universal technical solution, etc., this particular condition means that / = 1,_0 and, as

a consequence, the function has no arguments).
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Taking into account (7), expression (3) can be written as follows:

ol -

a,
ay 12 117 A1 (V)

{H {OS111 (U A1111 ), OS112 (U A1121 )seees OSIlr” ( U Allr”l )} {OSm (U A1211 )> 0S122 (U A1221 )seees
I=1 I=1 I=1 I=1 I=1

OSIZVIZ ( U AlZi'lzl)} {OSIA I(U Al.s 1[) OS]A Z(U Als 21) 0S1S1’lxl ( U Alsl"l.xl[)} }’
=1 1=1

a
Gy ay 21 a ax)

{108, (U 4, 1 ), 08, (U A2121 ) OSzerI ( U A21r211 )},10S,,, (U Ay ), 08, (U Azzzz )seees
1=1 I=1 I=1 I=1 I=1
®)

a -
anr, @51 @5, 2 25y

0S22r22 ( U A22r221)} {0S2s]1 ( U AZS ll) OS2322( U A2s 21) OS2szrzs2 ( U A252r2S21)} }7"'9
=1

o1, 12 21 22

{{OSGII(U Aolll)’OSolz(U A012l) OSalr (U Aol; l)} {OSUZI(U 211) OSOZZ(U 221)

OSOZroz ( g AoZruzl )} EARA {OS()SDI ( g Aosull )’ OS()SOZ ( g A{)SDZI )’ T OSosarmo ( H Aosgrmol )} } } .

For example, taking into account [1], formula (7) when 7, =8, 1,,=r,=7; 1,,=1,=10; 1,=r,=
Tp =T =2; Iy =1y =l =Ty =Ty =1y =3; 1, =13] Iy =1 =1, =15, =1, =Ky =4; 1, =0; 13=15; 1,,=5;
Tn =93 Asyy =63 Uy =153 =Qyp5= Uy = Ayyy = Uy = Ay = Usyy = A3y = Qi3 = U3y =35 Ay =3 = 0y = Ay
T Ay T Argy T Ay T Ap13 T Gy T Uops T Uopp = Qg3 = o3y = Ay = Uyy3 = U315 = U317 = Uy T U3y = Ups = Ay =
U3pg = U39 = U310 = U1 = Ay13 = Ay = Aupp = Qg = Qag = Agae = Gyggr = Qs = As1p = Asp3 = sy = Aspy = sz = gy
=gy = U3y = Ay = Ugyy = Ay = Uy = Uy = Agy3 = Uy = Agyy = Ulyy = Ay =25 Uy = yyq = g3 = Uy 3 = Ay =

ag,, =0 (all other values of parameter a are equal to 1), takes the following form:

_{Qos,. {Qosy {Ho jk(U jkl)}H

{{{OSlll(Allll’ 1112) 0S112(A1121) OS117()} {OSIZI(AIZII)’OSIZZ(A1221’A1222’A1223)""’

OSIZIO(AIZIOI’ 12102)} {OSIZI(AIZII) 0S122( 12212 1222’Al223)""’0S1210(A12101’A12102)}
{OSIZI(A1211)’0S122(A1221’ 1222 > 1223)""’OS1210(A12101’A12102)}9"'>

{OS141 (A14ll’ A]412)5 0Sl42 (AI421 > Al422 )’ 0S143 ()} }3 { {OSZII (A21]1’ A2]12>5 OSZIZ(A2121)9 0S213(A2131 > AZISZ)}’
{OS221 (A2211)’ 05222 (A2221 s A2222 )""5052213(‘/422131 9A22132)}’ {05231 (A2311 s A2312 )9 0S232 (A2321)} }3"'9
{{OSSII(A8111)9 OSSIZ (A8121)""90S814 (A8141’A8142)}’{0S821 (A8211)5 0S822 (A8221’A8222)""905829 ()}}} =
{{{PA.SI.AI(PR,S), PA.SI.A2(PR),..., PA.S1.A7()}, {PA.S2.AI(CP), PA.S2.A2(AR, R,U), ...,
PA.S2.A10(PRU)},...,{PA.S4.AI(AR, PR), PA.S4.A2(CP, PR), PA.S4.43()} },

{{PR.S1.AI(AR,CP), PR.S1.A2(CP), PR.S1.A3(AR,CP)},{PR.S2.AI(R), PR.S2.A2(CP,R),...,  (9)
PR.S2.413(D,R)}, {PR.S3.A1(CP,CA), PR.S3.A2(CP)}},....{ {RA.S1.AI(R), RA.SI.A2(NP),...,
RA.S1.A4(R,S)},{RA.S2.A1(R),RA.S2.A2(R,CP),...,RA.S2.A9()} } ,
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where, for example, when i = j=1k=1,7 OS,,, (4,,,»4,,)=PA.S1.AI(PR,S)=RESTRICT
ACCESS TO RESOURCES BASED ON CRITICALITY AND SENSITIVITY (PRIVILEGE
RESTRICTION; SEGMENTATION), OS,,, ( 4,5, )=PA.S1.A2(PR)=RESTRICT BEHAVIORS OF

USERS AND CYBER ENTITIES (PRIVILEGE RESTRICTION), OS, 5 (4315 413,)

=PA.S51.43(S,R)=ENFORCE CLEAR BOUNDARIES ON SETS OF CYBER RESOURCES
(SEGMENTATION,; REALIGNMENT), OS,,, ( 4,,,,)=PA.S1.A44(CP)=APPLY MULTIPLE

DEFENSES TO CRITICAL ASSETS (COORDINATED PROTECTION), OS, s ( 4,,s,
)=PA.S1.A5(D)=PROTECT DATA IN DIFFERENT STATES (DECEPTION), OS,,,
()=PA.S1.A6()=GENERAL (), OS, , ()=PA.S1.47()=GENERAL (), and the argument 4,,,,= 4,.,,
=PR — PRIVILEGE RESTRICTION, 4,,,,= 4,;,=S — SEGMENTATION; A,,5,=R —
REALIGNMENT, A, =CP— COORDINATED PROTECTION, A, ., =D — DECEPTION.

An example of all OS; (U Ay (i =18; j=1, s;5 k=Lr,; [=1a, ) taking into account [1] is
I=1

>y i

presented in Table 2 (where Representative Activity are Basic Measures and Corresponding App-
roaches are Methods), and the corresponding graphical representation of STDM is shown in fig. 1.
Table 2
Basic Cyber Resilience Measures and their Formalization within CREF

a

. i REPRESENTATIVE ACTIVITY (CORRESPONDING
1] K OSzjk (UAijkl ) ij (
I=1

APPROACHES)

—_
—_
—_

PA.S1.A1(PR,S) | 2 | RESTRICT ACCESS TO RESOURCES BASED ON
CRITICALITY AND SENSITIVITY (PRIVILEGE
RESTRICTION, SEGMENTATION)

11 1|1 2| PA.SI1.A2(PR) | 1 | RESTRICT BEHAVIORS OF USERS AND CYBER
ENTITIES (PRIVILEGE RESTRICTION)

11 1|1 3] PA.S1.4A3(S,R) | 2 | ENFORCE CLEAR BOUNDARIES ON SETS OF CYBER
RESOURCES (SEGMENTATION, REALIGNMENT)

I{ 1{ 4| PA.SI1.A4(CP) |1 | APPLY MULTIPLE DEFENSES TO CRITICAL ASSETS
(COORDINATED PROTECTION)

8[ 2] 8] R4.52.48(D,R) | 2 | CREATE AND MAINTAIN A DEMONSTRABLY
DIFFERENT VERSION OF THE SYSTEM OR OF CRITICAL
SUB-SYSTEMS (DIVERSITY, REDUNDANCY)

8[2[9] R4.52.490) |0 |GENERAL

The graphical visualization of the complete STDM, reflecting hierarchical connections between
goals, objectives, sub-objectives, basic measures, and cyber resilience methods according to CREF,
is presented in fig. 1.
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Fig. 1. Hierarchical structure of the STDM for CIE cyber resilience assessment

Let us consider the operation of the model using specific examples, taking into account that ele-
ments of the formed sets are selected only those that are directly relevant to a specific threat type and
affect the cyber resilience of specific information resources.

Example 1. DDoS Attack Scenario on Banking API

The assessment of cyber resilience for the specified DDoS attack scenario is associated with data

formation based on all the targets defined in the GS set. In this case, the following elements are initia-
lized:

GS,={ANT} — necessary to assess the bank's ability to identify threats related to DDoS campai-
gns in advance;

GS,={WITH} — is a key target, as DDoS is aimed at disrupting the availability of services;

GS,={REC} — reflects the ability to quickly restore APIs and related services after an attack;

GS, ={AD} — provides an assessment of the bank's ability to take into account lessons learned

and increase resilience to future attacks.
Thus, formula (1) for this scenario will take the form:

GS ={ANT,WITH,REC, AD} . (10)
For each element from the set, we determine the corresponding elements of the set OS:
—  for ANT, we will form the element OS,={UN}, since effective counteraction to DDoS re-
quires understanding the sources, tools, and attack patterns, and thus this task is basic;
—  for WITH we will form the element OS;={CN}, since a DDoS attack is not aimed at com-

promising data, but at disrupting service provision, the main objective is to continue critical functions;
—  for REC we will form the element OS,={RE}, because after the attack is over, it is nece-
ssary to restore full functionality of services and check their status;
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—  for AD we will form the element OS,={TR}, because within, for example, CREF, this
task is responsible for systemic changes based on the lessons learned.

Thus, formula (4) for this scenario will take the form:
0S ={0S8,,0S8,,05,,08,} ={CN,RE,UN, TR} , (11)

where OS,=0S,=0S,=0S,=9J.

Next, for the elements of the set OS (see (11)), we form the corresponding sets. Since the DDoS
attack on the banking API is primarily aimed at disrupting the availability and stability of services,
this determines the choice of subtasks related to load management, limiting the impact of attacks, and
restoring functionality. Then, based on (4) and (5), we define the members of the corresponding sets.

For OS,={CN} we will form the following elements:
0OS;,={CN.S1} — chosen because the main goal of a DDoS attack is to disrupt the availability

of services, not to compromise data. For the banking system, it is critical to maintain the functioning

of key APIs and business services during an attack, which directly corresponds to the goal Withstand,
0S,,={CN.S2 } — chosen because during a DDoS attack it is necessary to limit the scale and

effect of the attacker's actions, reducing their impact on system performance. This sub-goal reflects

the system's ability to localize the negative impact of the attack without completely stopping services.
So 0S, ={0S,,,08,,} ={CN.S1,CN.82} , where OS,, = .

For OS;={RE} we will form the element OS,,={ RE.S1 }, which was chosen because after the

DDoS attack is over or mitigated, the banking system must be able to quickly restore full functionality
of the API and related services. This sub-goal directly reflects the recovery phase in the cyber resilie-

nce cycle and then OS;, ={0S;,} ={RE.S1}, ne OS,, =0S,, =0S,, =J.
For OS,={UN} we will form the following elements:
OS,, ={UN.S1 } — chosen because DDoS attacks are characterized by the use of typical patterns,

botnet infrastructures and repetitive vectors of influence. Understanding the actions of the adversary
is a necessary prerequisite for early preparation and reduction of the effectiveness of the attack, which,
for example, fully corresponds to the Anticipate goal in CREF;

OS,; ={UN.S3 } — chosen because the success of a DDoS attack depends largely on the presence
of open or critical access points, in particular API endpoints. Identifying such exposures allows for
an assessment of the attack surface and is a logical element of preventive threat analysis.

So OS, ={0S;,,0S,} = {UN.S1,UN.S3}, where OS,, =0S, = .
For OS,={TR} we will form the element OS,,={TR.S1}, which was chosen because DDoS

attacks often reveal architectural limitations or shortcomings in the organization of protection. Forma-
lizing the experience gained is necessary to increase the system's resilience to future similar threats

and then OS, ={0S,,} = {TR.S1}, where OS,, =J.
Next, we select basic measures. For OS,,={CN.S2 } we will form the following elements:

0S,,, = CN.S52.41 — chosen because during a DDoS attack, the key task is to reduce the impact

of malicious traffic on system performance. This activity is directly aimed at localizing the effects of
the attack and preventing a complete shutdown of services;
0S,,, =CN.52.42 — chosen because isolating overloaded or attacked components allows the fun-

ctionality of other parts of the system to be preserved. For a banking API, this is critically important
given the need to maintain at least a minimum level of service during an attack.

So OS,, = {03321,05322} = {CN.SZ.A], CN.SZ.AZ} , where OS,,, =08S,,, =08S,,; =0S,,, =
0S327 = 0S328 = 0S329 = 0S3210 =0.
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For OS,,={ RE.S1} we will form the element OS;,, =RE.S1.A1, which was chosen because
after the DDoS attack is over, it is necessary to quickly restore the normal operation of the API and

related services. This activity directly reflects the ability of the system to return to performing its
mission functions and then OS;, = OS,,, =RE.S1.A1, where OS;,, = OS,, =0S,,, =9.

For OS,,={UN.S1} we will form the element OS,, = UN.S1.41, which was chosen because
DDoS attacks are usually massive, repetitive in nature and spread quickly across different organizati-
ons and sectors. The use of shared threat intelligence allows for early detection of characteristic signs

of the preparation or active phase of an attack, which directly supports the sub-goal of understanding
the enemy’s actions and then OS, = OS,,, = UN.S1.41, where OS,,, = OS,; = 0S,,, =9 .

For OS;;={UN.S3} we will form the element OS,;, = UN.S3.41, which was chosen because
banking APIs are critical access points on which the functioning of numerous services depends. Iden-

tification of dependencies and exposures allows us to determine the most vulnerable infrastructure
elements that can be used to implement a DDoS attack and then OS, = OS,,, =UN.S3.41, where

OSg, = OS5 = OSg3 = OSg35 = OS5 = OS5, = OS5 = OS5 =
OSg10 = 0S8, = OS5 = 08, = OS5 =D .

For OS,,={TR.S1} we will form the element OS,,, =7TR.S1.41, which was chosen because
DDoS attacks allow us to identify limitations in architecture, response processes, and defense organi-

zation. Recording and analyzing the lessons learned is a necessary condition for increasing the cyber
resilience of the system in the long term, and then OS, =0S,,, =TR.S1.4], where
0S,,=0S8,,=9.

For each basic measure, we select the appropriate methods. For OS,, =CN.S2.41, we form the
following elements: AM — analytical monitoring was chosen because assessing the impact of a DDoS
attack on API performance and availability requires constant analysis of system health indicators; CA
— contextual awareness is chosen because decisions to limit the impact of an attack should be made
taking into account the priorities of business functions and the contemporary landscape of the system;
ST — substantiated integrity is chosen because it is necessary to confirm the correct operation of the
service stations and the absence of hidden damage disguised as overload. So OS.,,(4;,,,, 4315, 43p13) =

CN.S2.A1(AM,CA,SI).

For OS,,,=CN.S2.42 we will form the following elements: 4R — analytical monitoring was cho-
sen because isolating attacked API components requires dynamic, adaptive actions in response to
changing DDoS attack intensity; CA — contextual awareness is chosen because isolation must take

into account interdependencies between components so as not to cause additional disruptions to busi-
ness processes. So 08S;,,(4;,,,, 4s5,,) = CN.S2.A2(AR,CA).

For OS;,, = RE.S1.A1 we will form the following elements: 4} — analytical monitoring was cho-

sen because restoring functionality requires monitoring the status of resources and identifying dama-
ged or inaccessible components after an attack; C4 — contextual awareness was chosen because priori-
tyzation of service restoration should be carried out taking into account their significance for banking
operations. So OS;,,(4;,,,,4s,1,) = RE.S1.A1(AM,CA).

For OS,,, =UN.S1.A1 we will form the following elements: AM — analytical monitoring was

chosen because the use of shared information about DDoS threats requires analytical processing of
large volumes of telemetry (network flows, API logs, external threat feeds, etc.) to identify character-
ristic signs of massive attacks; CA — contextual awareness was chosen because effective interpretation
of shared threat information is possible only taking into account the current operational context of the

banking API, its load, and the criticality of services. So OS,,, (4,1, 41 12) = UN.S1.A1(AM,CA).
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For OS¢, = UN.S§3.41 we will form the element C4 — contextual awareness, which was chosen

because identifying critical dependencies and exposures requires understanding the role of each re-
source in supporting the bank's business functions and their relationships in a holistic architecture,
and then OS;, (A4g;,,) = UN.S3.41(CA).

For OS,,, =TR.S1.41 we will form the following elements: R — redundancy was chosen because

analysis of DDoS incidents allows identifying individual points of failure and justifying the need for
resource redundancy; CP — coordinated protection was chosen because integrating lessons learned
into the protection system requires coordinated changes in policies, architecture, and processes. So
0S,,,(4,,,,4,,,,) =TR.S1.A1(R,CP).

Taking into account the defined elements of the corresponding sets, formula (9) will take the
following form:

8 5; Ty Gji
0S = {U 0s, {U 0s, {U OS, (U Ay )}H =
i=1 j=1 k=1 I=1

{{{0S311(A3111’A3112’A3113)}’{05322 (A3221’ A3222)}’{0S331(A3311)}}’{{OSSII(ASIII’ASID)}’

{OSSZI (A5211 ° A5212 )} } s { {0S611 (Aﬁlll > A6112 )} s {OSGSI (A6311)} }J { {0S711 (A7111’ A7112)}9 {0S722 (A7221 )} } } =
{{{CN.S1.AI(AM,CA, ST)},{CN.S2.42( AR, CA)},{CN.S3.4A1(S)} }, { {RE.SI.A1(AM,CA)},

{RE.S2.AI(CP,R)}},{{UN.S1.A1(AM,CA)},{UN.S3.A1(AM )} }, (12)
{{TR.S1.AI(R,CP)},{TR.S2.A2(R,CP)}}}.
| 05 | A graphical representation of the STDM
v v v v for a specific scenario of a DDoS attack on
—_ o | RE_| | | a banking API with the selection of relevant
>/ CN.57 | RE.ST | elements of the sets GS, OS and the correspon-
CHSTAT RESTAT TTETT msiar] ding basic measures is shown in fig. 2.
Flamcas) Pl amcs (AM.CA) (R.CF) Example 2. Phishing attack on a bank
»[cnsz | RES7 The cyber resilience assessment for the
scenario of a phishing attack on a banking ins-
CH.52.42 RE.52.A1 UN.52.A7 TR.52.AZ . . . .
' amca) » crr g » =ce | titution involves generating data based on all
the targets defined in the GS set. In this case,
—>{oNs3 | the following elements are initialized:
N ‘"'";;’” GS,={ANT} — chosen because a phishing
attack is based on prior preparation of the
Fig. 2. Graphical representation of STDM on the attacker and the use of repetitive social engi-

example of a DDoS attack scenario on a banking API neering patterns. The ability to identify the si-

gns of phishing campai-gns and potential vectors of influence in advance can significantly reduce the
likelihood of a success-sful attack;

GS,={WITH} — chosen because even if there is partial compromise of users, the bank must be
able to limit the consequences of the incident and maintain the operability of key business processes.
This goal reflects the need to contain the impact of the attack without complete degradation of the
system;

GS,={REC} — chosen because phishing often leads to loss of control over accounts or breach
of trust in the system. Restoring normal status, access and functionality is a mandatory step in ensu-
ring cyber resilience;

GS, ={AD} — chosen because phishing techniques are constantly changing and evolving. Wit-

hout the ability to adapt organizational and technical protection measures, a bank will remain vulnera-
ble to future attacks even after successfully responding to the current incident.
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Thus, formula (1) for this scenario will take the form:

GS ={ANT,WITH,REC, AD} . (13)

For each element of the set, we formulate the corresponding elements of the set OS:

—  for ANT let's form an element OS,={UN}, which was chosen because effective counter-
measures against phishing require a deep understanding of the attacker's tactics, techniques, and pro-
cedures, as well as the context in which they are used. Analyzing the enemy's actions is the basis for
developing adequate prevention and response measures;

—  for WITH let's form an element OS;={CN}, which was chosen because phishing, as
a rule, is not aimed at completely disabling the information system, but can disrupt individual proce-
sses. The bank must ensure the continuity of critical operations even in the event of an incident, which
is key to financial stability;

—  for REC let's form an element OS;={RE}, which was chosen because after a phishing
attack, it is necessary to restore trust in users, accounts, and system components. This task reflects
the need to return the system to a correct and secure state;

—  for AD let's form an element OS, ={TR}, which was chosen because the results of the ana-
lysis of phishing incidents should be used to improve approaches to personnel training, response
procedures and architectural solutions. System transformation based on the experience gained is a ne-

cessary condition for long-term cyber resilience.
Thus, formula (4) for this scenario will take the form:

OS:{0S3,OS5,OS6,OS7}:{CN,RE,UN,TR}. (14)
Assessing cyber resilience for a phishing attack scenario differs from a DDoS attack in that the
primary target is the user, not the infrastructure, and that staff awareness and information context play

a critical role. This results in a slightly different emphasis in the selection of subtasks and methods
while maintaining the overall structure of the goals.

For OS,={CN} we will form the following elements:
0OS;,={CN.S1} — chosen because even in the event of successful phishing of individual users,

banking business processes must remain operational. Ensuring continuity of core functions is criti-
cally important for a financial institution;

OS,,={CN.S2 } — chosen because phishing often results in partial compromise of accounts, but
not the entire system. Limiting the attacker's capabilities reduces the scale of the incident and prevents
further spread of the attack.

So 0OS, ={0S,,,0S,,} ={CN.81,CN.82} , where OS, =J .

For OS;={RE} let's form an element OS,,={ RE.S1 }, which was chosen because after a phis-

hing incident it is necessary to regain control over compromised accounts and related services. This
sub-goal reflects the bank's ability to return the system to a normal state and then

0S, ={0S,,} ={RE.S1}, where OS,, =0S,, =0S,, =J.
For OS,={UN} we will form the following elements:
OS,, ={UN.S1} — chosen because phishing campaigns have characteristic signs, scenarios and

indicators that are repeated in different attacks. Analysis of enemy actions allows for timely identify-
cation of phishing threats and reduction of their effectiveness;

OS,,={UN.S2 } — chosen because phishing is primarily aimed at exploiting the human factor.
The level of preparedness of users and staff directly determines the likelihood of a successful attack,
making this sub-goal a key one within the Anticipate goal.

So OS, = {0861,0862} = {UN.Sl,UN.SZ} , where OS,, =0S,, =0 .
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For OS,={TR} we will form the following elements:
OS,,={TR.S1} —chosen because the analysis of phishing incidents allows you to identify weak-

nesses in procedures, staff training and organizational measures, which is the basis for increasing
overall cyber resilience;

0OS,,={TR.S2} — chosen because phishing methods are constantly evolving and the bank must

systematically increase the level of staff readiness and response processes, updating approaches to
protection.

So 0S, ={0s,,,0S,,} ={TR.S1,TR.S2}.
Next, we select basic measures.
For OS; ={CN.S1} let's form an element OS,,, = CN.S1.41, which was chosen because even

in the presence of compromised accounts, the bank must ensure the continuity of key business
processes and services for customers and then OS, =0S,,=CN.SI.Al, where

0S;,, =055, =08, =08, =08,,,=0S,, =08, = .
For OS,,={CN.S2 } let's form an element OS,,, = CN.S2.41, which was chosen because in the

event of successful phishing it is important to limit the attacker's further actions, in particular to pre-
vent the compromise from expanding within the system and then OS,, = O0S,,, =CN.S2.41, where

0S322 = 0S323 = 0S324 = 0S325 = OS326 = 0S327 = 0S328 = 0S329 = 0S3210 =J.
For OS;,={ RE.S1} let's form an element OS;,, =RE.S1.4A2, which was chosen because after

a phishing incident it is necessary to restore trust in accounts, systems and processes by resetting ace-
sses and checking the state of the system and then OS; =0S;, =RE.S1.42, where

0S5y, =085 =085, =D .
For OS,,={UN.S1} let's form an element OS,,, = UN.SI1.41, which was chosen because phis-

hing campaigns are widespread and have common indicators (message templates, domains, social
engineering tactics, etc.). Sharing information about threats allows for rapid identification of new wa-

ves of phishing and then OS,, = OS,,, = UN.S1.41, where OS,,, = OS,, = OS,,, =3;
For OS.,={UN.S2} let's form an element OS,,, = UN.S2.41, which was chosen because phis-

hing directly exploits the human factor. Training staff to recognize phishing messages is a key activity
to reduce the likelihood of a successful attack and then OSg, =OS,, =UN.S2.41, where

OSgy = 0853 =085, =085 = 0S5 =0
For OS,, ={TR.S1} let's form an element OS,,, = TR.S1.41, which was chosen because the ana-

lysis of phishing incidents allows for the improvement of both technical and organizational protection
measures, increasing the overall level of cyber resilience of the bank and then
0S,, =0S,,,=TR.S1. A1, where OS,,=0S,,,=9.

For OS,,={TR.S2} let's form an element OS,,, = TR.S2.42, which was chosen because phishing

methods are constantly evolving, and staff training programs must adapt to new attack scenarios and
then OS,, =0S,,, =TR.S2.42, where OS,,, =0S,,, =08S,,, =0S,,, = .

For each basic measure, we select appropriate methods.

For OS,,,=CN.S1.41 we will form the following elements: 4AM — analytical monitoring was cho-

sen because maintaining continuity requires constant monitoring of the state of processes; CA — con-
textual awareness is chosen because decisions about supporting operations must take into account bu-
siness priorities.; S/ — reasonable integrity is chosen because it is necessary to confirm the reliability
of processes that continue to run during an incident. So OS;,, (415451000 4515) =

CN.S1.AI(AM,CA,SI).
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For OS,,,=CN.52.41 we will form the following elements: 4M — analytical monitoring was cho-

sen because in the phishing attack scenario, the implementation is aimed at limiting the impact of the
attacker's actions after the initial compromise, and in such a case, it is critically important to detect
anomalous behavior of already legitimate but compromised accounts. Thus, it allows for timely iden-
tification of the attacker's actions and reducing the scale of their impact; C4 — contextual awareness
was chosen because effective mitigation of a phishing attack is impossible without taking into account
the user context, role, business process, and current system state. It allows distinguishing between
real business operations and malicious ones; making decisions on access restrictions based on the
criticality of processes; minimizing the side effects of protective measures on legitimate activities,
and thus CA4 is a necessary complement to analytical monitoring in a phishing scenario; S/ — reasoned
integrity is chosen because a phishing attack often does not lead to an obvious disruption of the sys-
tem, but creates a hidden threat to the trust in accounts, transactions and data. It provides: verification
of the correctness of changes made under compromised accounts; confirmation that transactions have
not been changed or forged; restoration of trust in the state of the system without completely stopping
it. This is critically important for the banking sector, where limiting the impact of an attack means
not only stopping malicious actions, but also guaranteeing the integrity of financial transactions. So

0S,,, (A3, Ayp155 Ayy13) = CN.S2.A1(AM,CA,SI).
For OS;,, =RE.S1.A2 we will form the following elements: 4} — analytical monitoring was cho-

sen because identifying suspicious or compromised entities requires analytical control. S7— reasoned
integrity is chosen because trust can only be restored after the integrity of accounts and data is confir-

med. So OSs,,(Asyy,» Asy2y) =RE.S1.A2(AM,SI).
For OS,, =UN.S1.41 we will form the following elements: AM — analytical monitoring was

chosen because correlation of data on phishing campaigns requires analytical processing of indicators
of compromise and behavioral signs.; CA — contextual awareness is chosen because the effectiveness
of shared information depends on the context of users, roles, and business processes. So

OS¢, (11> Ag11,) = UN.S1.A1(AM,CA).
For OS,,, =TR.S1.41 we will form the following elements: R — redundancy was chosen because

incident analysis allows identifying organizational and technical weaknesses; CP — coordinated pro-
tection was chosen because integrating the results of the analysis requires coordinated changes in po-

licies and processes. So OS;,,(4,,,,,4;,,,) =TR.S1.A1(R,CP).
For OS,,, =TR.52.4A2 we will form the following elements: R — reorientation is chosen because

curriculum renewal is a form of reorientation of resources based on a new risk; CP — coordinated pro-
tection was chosen because changes in training must be coordinated with other elements of the cyber
defense system. So OS,,,(4,,,,, 4500,) =TR.S2.A2(R,CP).

The methods for these baseline measures are given only where they are present in the CREF tab-
les, which is consistent with the framework methodology, and formula (9) will take the following
form:

8 5 Ty jjic
os=1Jos, {U 0S; {U OS¢ U Ay )H =
i= j=1 k=1 I=1

{{{0S311 (A3111 > A3112 4 A3113)}9 {OS321 (A3211 2 A3212 > A3213)} }’ { {OS512 (A5121 2 A5122 )} }7

HOS61 (Ag1115 411231063 (Agor 1> Aerin)3 5 1HOS,, (A5 A5112) 380S0 (s Ay ) 1} =
{{{CN.S1.A1(AM,CA,SI)},{CN.S2.AI(AM,CA,SI)} },{{RE.S1.A2(AM, SI)}, as)

{{UN.SI.AI(AM ,CA)}, {UN.S2.A1(CP,CA)} },{{TR.S1.AI(R,CP)},{TR.S2.A2(R,CP)} } }.
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| 0s | A graphical representation of the STDM
v v for the scenario of a phishing attack on a bank,

demon-strating the differences in the choice of
targets and measures compared to a DDoS
mmsiar] attack, is shown in fig. 3.

e Thus, in the considered examples, the se-
lection of chain elements based on [1] for the
—— - scenarios of a DDo§ attack on a banking API
w=ce | and a phishing attack on a bank:

- is carried out strictly within the

Fig. 3. Graphical representation of STDM framework of the MITRE CREF:
on the example of a phishing attack scenario on a bank _ is based on the sem’antic corres

CN |
CN.51 | RE 51 |

CN.S1.A41 RESf AZ
(A, GA_SI {AM, 1)

UN.S1AT
[AM,CA)

CN.S2A1
A, GA S1

UN.S2.A1
(GPGA)

pondence of the threat and the goal of cyber resilience;

—  ensures the completeness of the cyber resilience cycle without redundant or irrelevant ele-
ments;

—  allows for a unified assessment of different types of threats within a single formal model.

Discussion

The STDM proposed in the article fills the following critical gaps according to the criteria pre-
sented in Table 1:

For C1 — introduction of identifier sets for the set GS and for all OS levels (OS;, OSj;, OSijk Ta
Aijwi);

For C2 — establishment of formal connections through set-theoretic operations;

For C3 — unambiguous identification (for example, relative to the MITRE CREF) of 114 basic
measures through hierarchical structur (i.j.k);

For C4 — creation of mathematical foundation for mapping the set of threats to the set of mea-
sures.

If we compare this development with the results of known studies mentioned in Table 1, it beco-
mes obvious that the proposed model regarding the development level for C1, C2, C3, and C4 has
a value of "++" ("High").

In the context of sustainability management, the proposed STDM provides advantages for further
optimization of the allocation of limited resources to protective measures. Unlike traditional security
models focused solely on preventing attacks, the proposed approach, based on set-theoretic interpreta-
tion, which allows, for example, to generalize MITRE CREF, emphasizes the system's capacity for
self-recovery. This minimizes cascading effects from cyber incidents that could lead to significant
environmental or social damage, thereby ensuring the environmental and economic sustainability of
infrastructure ecosystems in the paradigm of ensuring the effectiveness of sustainable development
of smart regions.

If we consider STDM in terms of such aspects as formalization, indexation, threat linkage, quan-
tification, adaptability, and scalability, Table 3 also presents its advantages over existing approaches.

Table 3
Comparative Analysis of the Proposed Model with Existing Approaches
to Cyber Resilience Assessment
Aspect Existing Approaches Proposed Model
Formalization Descriptive (CREF) or partial Complete set-theoretic
Indexing Absent or informal Unambiguous hierarchical system
Connection with Qualitative, examples Formalized set model
threats
Quantitative Fragmented metrics Unified mathematical foundation
assessment
Adaptability Static or domain-specific Parameterized for different CIEs
Scalability Limited Expandable structure
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Conclusions and prospects for further research

Based on the analysis of known sources, the following conclusions can also be made:

1. Critical state of formalization: analysis shows that less than a third of studies touch on
issues of formalizing cyber resilience structures, with none proposing a complete STDM;

2. Researchrelevance: the proposed STDM is the first to comprehensively solve all four crite-
rial tasks within a unified formalized approach;

3. Scientific contribution: the model has a generalizing character and creates a bridge between
conceptual frameworks (for example, for CREF) and practical quantitative assessment tools, which
was lacking in previous studies;

4.  Practical significance: formalization allows transition from expert assessments to an algo-
rithmized, reproducible, and scalable process of assessing CIE cyber resilience;

5.  Development directions: based on the proposed model, algorithms for calculating integral
cyber-resilience indicators, decision support systems for prioritizing measures, automated assessment
tools for different types of CIE, adaptive response strategies to dynamic changes in the threat land-
scape can be developed.

As a generalizing conclusion, it can be said that the work has developed for the first time an
STDM for assessing the cyber resilience of CIE, which through formalization of the hierarchical
structure of goals, objectives, sub-objectives, basic cyber resilience measures through introduction of
identifier sets and implementation functions, establishment of mathematical relationships between
elements of different hierarchy levels, creation of a system of unambiguous indexing of necessary
actions, and formalization of the relationship between the set of cyber threats and basic cyber resilie-
nce measures, allows creating a mathematical foundation for transition from qualitative expert assess-
ments to quantitative methods of systematic assessment of cyber-resilience, informed decision-ma-
king regarding prioritization of protective measures, and adaptation to specific requirements of differ-
rent types of CIE under conditions of dynamic changes in the cyber threat landscape that negatively
affect the effectiveness of sustainable development.

Next, based on the developed STDM, it is necessary to develop a method for assessing the cyber
resilience of CIE, which will allow calculating integral cyber-resilience indicators, determining opti-
mal combinations of basic measures for countering specific threat types, and ensuring automation of
the assessment process under conditions of limited resources. In particular, the development of met-
hods for assessing the impact of cyber incidents on the social and environmental components of CIE
functioning is planned. This will enable the creation of a comprehensive decision support system that
will consider not only technical cybersecurity parameters but also the overall contribution of infra-
structure entities to ensuring the stability and effectiveness of sustainable development of smart
regions.
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mapir 011 OYiHKU 30amHocmi 00 'ekmis inghpacmpykmypu nepedbavamu amaxu, nPOMUCmosamu im,
BIOHOBIIOBAMUCS A A0ANMYBAMUCA 00 3MIH. Y yitl pobomi nponoHyembcsi meopemuKo-MHONCUHHA
mooenv oanux (STDM), axa, nanpuknao, y3azanvHioe ma ghopmanizye iepapxiuny cmpykmypy MITRE
Cyber Resiliency Engineering Framework (CREF). Memooonozis docnioxcents 6a3yemvpcs Ha 66e-
O0eHHi Habopie i0enmughixamopis 013 yinel, 3a80aHb, nioyiiel ma 0CHOBHUX NOKAZHUKIE CIMIUKOCMII,
a maxodic Ha po3pooyi YHIKaIbHOI cucmemu iH0ekcayii 0 ix 00HO3HAYH020 8i000padcents. Pe3ynb-
mamu MOOeN08AHHS CMEOPIOIOMb CY8OPY MAMEMAMUYHY OCHO8Y OJisl CUCIEMAMUYHO20 aHANi3Y Ki-
bepcmitikocmi, Wo 0036015€ GUABAMU NPOSATUHU 8 3aXUCTI MA 0OIPYHMOBAHO BUHAYAMU NPIOPU-
memu pecypcie. Hanpuxnao, yzaeanvnenns CREF 3a 00nomoeor meopemuko-mHONCUHHO2O NIOX00Y
3abe3neuye UCOKY SHYUKICMb MoOeli 00 OUHAMIYHUX 3MIH Y 1aHOwaghmi 3aepo3 ma cneyuhivnux
sumoe piznux munie KI. 3pobneno ucnogok, wjo 6nposaddicents mooeii 6e3nocepeoHbo CNpusie 006-
20CcmpoKo8ill HaditiHocmi ma 3abe3neuye epeKmugHicms CmMani02o po3eUMKY KpUmuyHoi ingppacm-
PYKmMypu 8 po3yMHUX pezionax, wo eionosioac Llinam cmanoeo pozeumxy OOH (IJCP 9 ma 11)
¥y Koumexcmi nooy0o8u CmiuKux ma 6e3neyHux coyianbHO-mexHiyHUX CUCTEM.

Kuro4uoBi ciioBa: cranuii po3BUTOK, pO3yMHI PET10HU, KIOEPCTIWKICTh, 00'€KTH KPUTHYHOI 1H(]-
pacTpyKTypH, TeopeTuko-MHOKMHHA Mojenb nannx, MITRE CREF, ominka cTiKOCTI, MiaATpUMKa
MPUMHSTTS PIIIECHb.
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