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TELECOM FRAUD AND IT’S IMPACT ON MOBILE CARRIER BUSINESS

In this article was described most common types of fraud on mobile network and its impact on carrier husiness. Most common
fraud types were described such as IRSF, wangiri, interconnect hypass fraud, arhitrage, traffic pumping. IRSF takes advantage
of premium phone rates, which are then dialed unwittingly by users. Reviewed OTP-based IRSF and wangiri fraud realization.
Wangiri is a telephone scam where criminals trick you into calling premium rate numbers. Interconnect hypass fraud takes ad-
vantage of something called a termination rate to make cheaper phone calls. UVolP hypass was studied as type of Interconnect
bypass fraud. Arhitrage is the general practice of capitalizing on price differences in the long-distance rates between countries.
Traffic pumping is a dubious practice by which some local exchange telephone carriers in rural areas of the United States inflate
the volume of incoming calls to their networks to profit from the greatly increased inter-carrier compensation fees. Following
conclusions were made: Telecom fraud is very complex and variahle phenomenon due to carrier network specifics. With new
technologies and services delivered on their network telecom operators should adapt their fraud monitoring and analysis meth-
ods up to date with minimum delay; In reviewed fraud examples we can see that one fraud activity can use realization technics
of several different fraud types. Detection of such activities will require a flexible solution, that can adapt with or without man
interaction; Fraud happens, when victim is not expecting it. Fraudsters can make calls, when subscriber is outside of business
hours, they can make attempts to multiple subscribers during day and carrier won’t notice it until subscriber complain or
someone notice strange trend. Scammers can even hack subscriber device or PBX and owner won’t even notice it until service
payment;

Premium or service number can he used by fraudster in order to realize scam. In such case there should he an agreement with
carrier and business for list of allowed or blacklisted numbers; Fraud is not limited only to voice services. Realization methods
can he used to SMS or IP network services.
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Introduction

What is telecom fraud? The GSMA defines telecommunications fraud as something that is perpetrated
where process, control or technical weaknesses are intentionally exploited, resulting in a financial or other
loss. The GSMA acknowledges that the term ’fraud’ is defined in many national legal frameworks, and op-
erators may use different definitions within their own businesses and countries. The perpetrators can either
steal telecommunication services or misuse them to incur losses or defraud innocent subscribers into incur-
ring huge bills or stealing private data.

In 2019-year, Communications Fraud Control Association (CFCA) have published a survey and study.
Following survey showed that the global telecom fraud loss was estimated at $28.3 Billion (USD). It was to
1.74% of the 2019 estimated global telecom revenues, with the top 5 fraud types accounting for 54% of all
fraud losses. This was an increase from the 2017 figures of 1.27% loss of global telecom revenues. 89% of
surveyed operators reported that fraud losses had increased or stayed the same within their own companies,
however many companies are now reporting far fewer cases to law enforcement.

How usually fraud impacts mobile carrier except revenue loss? It damages brand and reputation, increas-
es spending on customer service, requires time and manpower to repair damage.

How fraud impacts consumer? It causes loss of money, loss of personal data and repercussion from it,
requires time to spent on data recover due to inaccurate billing, loss of trust.

The main part

According to CSFA report most common fraud types with biggest revenue lost are International Revenue
Share Fraud (IRSF), Arbitrage, Interconnect Bypass (e.g. SIM Box), Domestic Premium Rate Service (In
Country), Traffic Pumping (includes: Domestic Revenue Share, TFTP).

IRSF fraud, takes advantage of premium phone rates, which are then dialed unwittingly by users. It can
be realized by several ways:

e bad agents sign up to lease a premium phone number.

e fraudster break into a business’s phone systems and make calls to that number (PBX — Private branch
exchange hacking).

e fraudsters use hacked phones or stolen device/SIM card.

The calls often happen outside of working hours and companies only realize they’ve been made when it’s
time to foot the bill. Many attackers opt for low-and-slow attacks to bypass the attack identification rules.
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Businesses also lack visibility into downstream activities, which prevents them from arresting IRSF early
in its tracks. Let’s have a look on two examples of such IRSF fraud like OTP-based on fig. 1 and Wangiri on
fig. 2.
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Fig. 1. OTP-based IRSF

The steps of an OTP-based IRSF are:

1. An attacker initiates a manual or a scripted attack on a webpage to trigger voice- or SMS-based OTPs.
Depending on the returns, attackers can opt for high-volume attacks or low-and-slow attacks.

2. The consumer-facing business forwards the OTP request to a cloud communication provider.

3. The provider forwards the request to a carrier. This request is necessary as multiple network providers
in the region are involved before the OTP can reach the intended consumer.

4. A compromised carrier, colluding with an attacker, forwards the request to an IPR number instead of
the intended recipient.

5. «Terminating» a call on an IPR number is expensive; and ultimately it is the consumer-facing business
that must absorb the losses.

6. Attackers earn huge profits from their share of the fraud, usually $1 or more per transaction.

Wangiri is a Japanese word meaning ’one (ring) and cut’. It’s a telephone scam where criminals trick you
into calling premium rate numbers. A fraudster will set up a system (for instance using botnets) to dial a
large number of random phone numbers. Each calls rings just once, then hangs up, leaving a missed call on
the recipients’ phone. Users often see the missed call and, believing it was a legitimate call, call back the
missed number. An SMS variant of this also exists, where fraudsters send a message prompting customers
to call back a certain number, or even text it. The typical red flags for this kind of telecommunications fraud
are spikes in traffic to high-cost destinations, which telcos should be able to monitor with their internal sys-
tem. The key here is to know that, as a business, you should keep an eye on which numbers are automatically
dialed.
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Fig. 2. Wangiri

Interconnect bypass fraud, also known as SIM box fraud, takes advantage of something called a termina-
tion rate to make cheaper phone calls. To understand it, let’s look at a scenario with two operators in differ-
ent countries:
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1. A customer of Operator A calls a customer of Operator B.

2. Operator A charges its customer a fee per minute.

3. Operator B charges Operator A fee for providing the call to its customer.

That last charge, where the call terminates, is the termination rate. These rates vary wildly depending on
the contracts between the two operators. Some of them are expensive, others are close to 0. This is where a
fraudulent operator comes into the picture. They reroute these international calls using a SIM box or GSM
gateway, effectively hijacking the connection to achieve cheaper termination rates. They are essentially
making long-distance calls much cheaper, but the caller pays the same price — so the fraudster telco pockets
the difference. This also impacts telecom customer satisfaction because more often than not, the quality of
these calls will be inferior to standard international calls. On fig. 3 we can see an example of VoIP bypass
fraud, where call is routed on internet instead of agreed telecom carrier routes.
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Fig. 3. VoIP bypass fraud

Arbitrage is the general practice of capitalizing on price differences. In the telco world, these differences
appear in the long-distance rates between countries. Just like with international bypass fraud, it can lower
the international cost for customers, but also open the door to fraudulent companies who insert themselves
between operators. They claim to connect directly from country A to B, whereas, in fact, they go through a
cheaper rate country to connect the call.

Traffic pumping, also known as access stimulation, is a dubious practice by which some local exchange
telephone carriers in rural areas of the United States inflate the volume of incoming calls to their networks
to profit from the greatly increased inter-carrier compensation fees. In order to spur competition for Incum-
bent Local Exchange Carriers (ILECs), the FCC allows rural Competitive Local Exchange Carriers (CLECs)
and Incumbent Local Exchange Carriers (ILECs) to charge high terminating access charges for completing
calls they accept from Inter-Exchange Carriers (IXCs).

Conclusions

1. Telecom fraud is very complex and variable phenomenon due to carrier network specifics. With new
technologies and services delivered on their network telecom operators should adapt their fraud monitoring
and analysis methods up to date with minimum delay.

2. In reviewed fraud examples we can see that one fraud activity can use realization technics of several
different fraud types. Detection of such activities will require a flexible solution, that can adapt with or
without man interaction.

3. Fraud happens, when victim is not expecting it. Fraudsters can make calls, when subscriber is outside
of business hours, they can make attempts to multiple subscribers during day and carrier won’t notice it un-
til subscriber complain or someone notice strange trend. Scammers can even hack subscriber device or PBX
and owner won’t even notice it until service payment.

4. Premium or service number can be used by fraudster in order to realize scam. In such case there should
be an agreement with carrier and business for list of allowed or blacklisted numbers.

5. Fraud is not limited only to voice services. Realization methods can be used to SMS or IP network ser-
vices.
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B. A. Caraiigak, M. M. Mucerko, 0. B. CeHbkoB
IWAXPAWCTBO Y CDEPI TESIEKOMYHIKALIA TA Or0 BNJIUB HA BISHEC ONEPATOPIB 3B°A3KY

HageneHo onmc HavibinbLu BiRoMyX BULIB LLAXPAACTBA B MOGINbHIV Mepexi Ta ix Brive Ha Gi3Hec oneparopis TenekomyHikauii. OnucarHo
HavnoLLmpeHiLi T WwaxpaincTsa, Taki sk IRSF, wangiri, interconnect bypass fraud, arbitrage, traffic pumping. B IRSF BukopucToBywoTs-
cs npemiasibHi TenechoHHi Homepy, ki noTiM MUMOBOST HabupatoTs KopucTyBadi. [leperngHyTo peanisaliio waxpaictsa Ha ocHosi OTP Ta
wangiri. Wangiri — e TeneorHe 1waxparicTso, B SKOMy 3710BMVCHVKY 06MaHOM 3MYLLYIOTb BAC [I3BOHNTY HA npemiasibHi Homepu. Inter-
connect bypass fraud BUKOPUCTOBYE PI3HNLID LiiH HA 3'€[IHAHHS, 106 3p06UTY TenegoHHi A3BiHk Ginbiu getuesummin. VolP bypass 6yno
nocnigxeHo sk Tvn Interconnect bypass fraud. Arbitrage — Lie 3aranbHa npakTyka oTPUMAaHHS NPUBYTKY Bif pi3HWLi Tapugbikavil BincTaHi
MiX kpaiHamu. Traffic pumping e cyMmHIBHOI NPaKTVIKOIO, 38 [ONOMOroi0 sKoi JesiKi MicLEeBi MOGinbHI 0nepaTopy B Cinbebkivi MicLesocTi Cro-
nyyenux LLiTatiB 36inbLuytoTe 06CST BXigHUX A3BIHKIB [0 CBOIX MEpPeX, o6 oTpuMaTy NpubyToK Bifl 3HAYHO 30iMbLLIEHVX KOMMEHCALIHNX
Komicii mix onepatopamu. byrio 3po6reHo Taki BUCHOBKW. TENEKOMYHIKaLIVIHE axpancTBa € AyXe CKAaaHUM i MIHIVBIM SBULLEM Yepe3
creyuegiky mepexi oneparopa. 3aBaskvi HOBYUM TEXHOMOTISM i MOCTyram, siki HagaloTbCs B IXHIX MEpeXax, onepaTopy 38° 93Ky MaloTb agan-
TyBaTV CBOI METOLW MOHITOPUHIY Ta aHari3y LwaxpanicTsa 3 MiHIMarbHO 3aTPUMKOK, Y PO3ITISHYTVX MPUKIa[ax LwaxpanicTsa My 6a4mmo,
11J0 07Ha LaXpaiiceKa AisrbHICTs MOXe BUKOPUCTOBYBATY TEXHOMONT peaniaalii KinbKox pi3HuX TUMIB LWaxpanicTsa. BusBneHHs Takux gi
BUMAraTvIMe rHy'Koro PiLUeHHs, Ke MOXXe aganTyBaTics 3 60 6e3 B3aeMOgii FIoaunHK, LaxpancTBo BifbyBaeTLCs TOLi, KOS XEPTBE Lb0ro
He oyikye. LLaxpai MoXyTb 3giiCHIOBATY [3BiHKI 3@ MeXaMu po604vX rogvH aboHeHTa abo [43BOHUTY KilbkoM a60HEHTaM npoTSroM gHs |
MOGinbHW 0NepaTop He MOMITUTb LbOro, JOKY a6OHEHT HE MOCKAPXUTLCS Yv XTOCk NOMITUTL [VBHY TEHAEHL0. AhepucTv TaKoX MOXyTb
3118MyBaTV a6OHEHTCbKMIA npucTpivt 860 ATC, 1o 860HEHT TeX HE MOMITUTb, 0KV HE OTPUMYE PaxyHOK 3a BUKOPUCTAHI MoCyry; npemi-
anbHuiA abo cepBicHA HOMEP MOXE BYT BUKOPUCTAaH LLIAXPAEM [T 3MIACHEHHS achepw. Y Takomy pasi mMae 6yTv yrona 3 onepaTopom
i KoMnaHieto OO CrIMCKY AO3BOSEHNX Y1 3860POHEHVX HOMEDIB, LUAXPaCTBO He 0BMEXYETLCS MLLE ronocoBuMy nocyramy. Metogu
peaniaauii MoxHa BUKOpMCTOBYBATY [ns MepexHux nociyr SMS a6o IP.
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