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IMPOEKTYBAHHS TA PEAJIIBAISA TOJIETHHEHOI'O ABTOHOMHOI'O ATEHTA
IITYYHOI'O IHTEJIEKTY JJ51 BATATOKPUTEPIAJIbHOI OIITUMI3ALIL SRV6
Y CEPEJOBHIII FRROUTING

Cyuacni ingpokomynikayiitni mepesici, AKi 6ce uacmiuie 8UKOPUCIMOBYIONMb CE2MEHNIHY
mapwpymu3zauiro na 6azi IPv6 (SRv6) o1a cnyukocmi, cmuKkaromsc i3 3HaUHUMU RPOOIemamu
6 ounamiunii 6azamoxpumepianvuiic onmumizauii (b0O). Tpaouuyiiine yenmpanizoeane ynpag-
JUHHA MA€ MPYOHOWI 3 MACUIMADYBAHHAM MA YACOM PeaKuii, mooi AK po320pmanHs inmesnekx-
mMYanpHUX cucmem 0e3nocepeoHbo HaA MEPEeHCHUX NPUCMPOAX 3 00MENCEHUMU PeCyPCamu 3a-
JAUWAEMbCA CKAAOHRUM. Y Yill cmammi po32110acmvcsa MOHCAUGICIb PO32OPMAHHA OE3KOHM -
POJIEPHO20 A8MOHOMHO20 azenma wimyuHnozo inmenexkmy (LII1) 6e3nocepednvo na mapuwpymu-
3amopi na 6a3i Linux ona euxkonannsa bO ona inxcenepii mpaghicy SRv6. Mu npeocmaenaemo
RPUHWURU NPOEKMYGAHHA ma cmpamezito peanizayii nonezuienozo azenma I111, npuznauenozo
0J151 BUKOPUCIMAHHA Memo0ie HaguanHus 3 niokpinaennam (RL) ma/abo cpagposux neuponnux
mepexc (GNN), npuoamnux 011 cepedosuny 3 0OMeIHceHUMU pecypcamu. 3anponoHo6anuil
azenm (YYHKYIOHY€ AK OKpEeMULL NPOZPAMHUIL RPOUEC, TOKATbHO 63AEMOO0II0YUU i3 CRIGPO3MALLO-
eanum nakemom mapwipymusauii 3 ¢iokpumum kooom FRRouting uepes cmanoapmmui API
(nanpuknad, YANG/NETCONF a6o REST uepe3 nokanvny mixcnpouechny ezaemodiro (IPC))
0J151 MOHIMOPUHZY CHAHY MepeXci ma 3acmocy8ants mooudikauin noarimux SRv6.

Ilpueedenuii demanvHuli OnUC AGpPXimeKmypu cucmemu, KOHYEnmyaaibHUX KOMNOHEHMIE
npouecy npuitHamms piieHb a2eHmom (npeocmasniennsa Cmany, npocmip Oiil, KOHUenuii yi-
1608071 pyHKyii), mexanizm 10kanvHoi inmezpauii Ha ocnoei API 3 FRRouting ma 3annianoeany
Memooonozito peanizayii 3 euxkopucmaunam Python 3i cmanoapmuumu oioniomexamu LT
6 Konmeitnepuzosanomy cepeoosuuii (Docker) ona eanioauii ¢ Mininet. Ocno8Hum 6HeCKOM
uiei pobomu € oemoncmpayia RPAKMUYHOT MOHCIUGOCHI NPOEKMYSGAHHA mMa peanizauii yici
apximexmypu agmoHOMHO20 A2eHma HaA RPUCMPOT, W0 OEMOHCMPYE 11020 30AMHICIb 63AEMO-
diamu i3 cmanoapmmuolo naiamgopmoro mapuwpymu3sayii, maxor ak FRRouting, ona 5O SRv6
ma 8i0Kpueac wiax 00 0l A0ANMUBHUX MA CMIUKUX CIpPameziil ynpaesaiHHa mepedxcelo.

KutouoBi cjioBa: aBTOHOMHE YNpaBIiHHS MEPEKEI0; IITYYHUN 1HTETEKT; HaBUaHHS 3 MK~
pITUICHHSIM;, CETMEHTHA MapiipyTu3aiis; SRv6; 6aratokpurepianbha ontumizaiis; FRRouting;
Mojienh; TokanbHui API; mixknporniecHa B3aemosist (IPC).

Bcmyn

Hesmnuuue 3poctanHs 00csry mepexHoro tpadiky, pi3HOMaHITHOCTI Hocayr (3ymosieHe 5G,
[oT Ta rpaHUYHUMU OOUHCIICHHAMH) Ta JUHAMIYHUX BUMOT JI0 IPOLyKTUBHOCTI BUMAarae 3MiHH rapa-
JUTMHU B TPAAMIIMHOTO, YacTO PyYHOro ad0 CTATUYHO HAJAIITOBAHOTO, YIIPABIIHHSA MEpPEXKEro 10
O1/IbIII aBTOHOMHUX Ta 1HTeNEeKTyalbHuX cucteM [ 1, 32, 33]. CermentHa MapuipyTusaiist Ha 6a3i [Pvo
(SRv6) 3abe3mnedye mOTyKHY OCHOBY JUIsI 11i€1 €BOJIOIIT, TPOIIOHYIOYH O€3MPEeIeIEHTHY THYYKICTh
Ta MPOrPaMOBAHICTb IIJISIXOM KOJyBaHHS IHCTPYKLIN MapIIpyTH3allii 6e3nocepeiHbo y IUIOIKHI Ja-
Hux [Pv6 [2, 6]. OgHak BUKOPUCTAHHS I1i€1 TPOTPaMOBAHOCTI /Il €()EKTHBHOTO YMPABIIHHS IS
xamMu SRv6 — o1HOUACHOT ONTHMI3allii 3a KIJIbKOMa, YaCTO CyNepewIMBUMU KPUTEPIIMHU, TAKUMHU 5K
3aTpUMKa, MPOIMYCKHA 3/1aTHICTh, HAAIMHICTh Ta BUKOPUCTAHHS PECYPCIB — 3AIUIIAETHCS 3HAYHOIO
po6IeMOI0, 0COOIMBO B YMOBAX TMHAMIYHOI 3MiHU CTaHy Mepexi [7].

TpaaumiitHi mMaxoau 10 yIpaBIiHHSI MEPEKEI0, BKIIFOYAI0YH IIEHTPaTi30BaHl KOHTPOJIEPH MPOT-
pamHo-Bu3HaueHUX Mepexk (SDN), 4acTo cTUKArOThCs 3 0OMEKEHHIMU MacIITa0OBAHOCTI, TOTEH -
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HIMHAMHY €TMHUMH TOYKaMH BiJ]MOBHU Ta BJIACTHBOIO 3aTPHUMKOIO, TIOB'SI3aHOIO 31 300pOM Tiio0aih-
HOTO CTaHy Ta PO3MOALIOM KOMaHJ yrpaBiiHHA [3]. BOy1oByBaHHS 1HTENEKTY A MPUUHATTS pi-
IeHb 0e3MocepeIHbO Y MEPEKHI MPUCTPOI € MPUBAOIUBOIO AbTEPHATUBOIO, MIO MOTEHI[IHHO
JT03BOJISIE MIBU/IIE pearyBaTH Ha JUHAMIKy MEpeX1 Ha JIOKaJIbHOMY PiBHI Ta IMIABUIYBATH 3ara-
JbHY CTIHKICTh cucTeMH. He3Bakarouu Ha 1€l MOTEHIlIal, pO3rOpTaHHs ckiajaHux areHtiB LI
Ha MEpPEKHUX MapUIpyTHU3aTOpaxX 4acTO YCKJIATHIOETHCS BJIACTUBUMH INPUCTPOSM OOMEKEH -
HaMu oOuucnoBanpHuX pecypceiB (LTI, mam'site) [4, 5].

VY 1i#l cTaTTi AOCHIKYETHCSI MOKIMBICTh TTOJOJaHHS 1[1€1 MPOTAJIUHH NUISIXOM TPEICTaB-
JIEHHSI TIPOEKTY Ta CTpaTerii peamizanii mojermeHoro aBroHomHoro arenra I, crmemianbno
po3pobrneHoro nns 6aratokputepianpHoi ontuMizarii (BO) SRv6. KnrouoBum acnekToM Ha-
I0T0 MiJXO0AYy € nependadyBaHa poboTa arenra 6e3mnocepeJHbpo Ha mIaTdopMi MapuIpyTH3amii
Ha 6a31 Linux, BUKOPUCTOBYIOUH IIUPOKO MOUIMPEHUH MMaKeT MaplIpyTU3alii 3 BIAKPUTUM KO -
noMm FRRouting sk matgopmy mis iHTerpaitii ta Bagigamii [26]. 3anponoHoBaHa apXiTeKTypa
areHTa nepeabauvae 3amnyck arenta LI sk okpemMoro nmporpaMHoOro npoiiecy Ha Tiid camiil XocT-
cucremi, mo i nomean FRRouting. Baxnuso, o B3aemois Mmixk areatom Ta FRRouting Big0y -
Ba€eThCs yepe3 BU3HaueHl JokaibHI APl a6o mexanismu mixknpouecHoi Bzaemonuii (IPC) [23,
29], mo no3BoJisie areHTy (MOoTeHI1iHO po3pobdiieHomy Ha Python) BifgcTexyBaTu cTaH Mepexi,
orpumanuii Big FRRouting, Ta aBTOHOMHO 3acTOCOBYBaTH MO iM(iKaIlil MOJITHK 1HXEHepii Tpa-
¢diky (TE) SRv6 no FRRouting 6e3 3a5exHOCTI BiJ BiAAaIeHOr0 KOHTpOJepa.

LlenTpanbHe AOCIIIHUIIBKE MUTAHHS, 0 PO3MIISAAETHCA TYT: YA MOKIIMBO CIPOEKTYBATH
Ta peanizyBaTu (QyHKILIOHAIbHY, MTOJETLIEHY apXiTeKTypy aBToHOMHOTO areHTa 11, sika snoxa-
JBHO 1HTETPYETHCS 13 CTaHAAPTHUM IAaKeTOM Mapuipytusaiii, Takum sik FRRouting, nnst Buko -
HaHHS O0araTokpuTepianbHOi onTuMizamii ajas SRv6?

L{s craTTst poOUTH HACTYTHI BHECKH:

e [Ipomnonye apxiTekTypy cucteMu s 0e3xkoHTposnepHoro arenta LI Ha mpucrpoi, cre-
nianbHO po3pobinenoro ansg bO SRv6 y cepenosumti FRRouting.

e Okpecnioe METOAOJIOTiII0 BUOOPY Ta peamni3amii monermenux moxene I (Ha ocHOBI
kourenmit RL/GNN), npunaTHUX J1j1s MEPEKHHUX MPUCTPOIB 3 OOMEKECHUMH PECypPCaMH.

e Jleranizye BU3HAUCHUHN MIAX1J A0 1HTEerpalii 30BHIIIHBOrO npouecy arenra LI 3 make-
tom FRRouting 3a momomororw noxamsHux API/IPC, mo 3a0e3nedye MOHITOPHHT Ta yIpaB-
JiHHSL.

e OOroBoproe cTpaTerito peainizamii 3 BUKOPUCTAHHSIM CTaHJIAPTHUX IHCTpyMeHTIB (Pyt-
hon, 616mioTexu 11, Docker, Mininet, GCP ans HaBuanHs), HeOOXiAHUX JJIsI TOOYIOBU CHC-
TEMH Ta MATOTOBKH 1i 10 QYHKIIIOHAIBHOI BaTigarii.

OcHOBHa yBara boro pyKoInucy 30cepe/’)KeHa BUKJIIOUHO Ha MPOEKTI, cTpaTerii peasizanii
Ta OTPUMAaHIH OLIHII MOXKJIMBOCTI peaizaii miei apXiTeKTypHu aBTOHOMHOT0 areHTa. [lomanpmuri
JOCJIJKeHHS, TpU3HaUYeH1 g MallOyTHIX myOutikaniif, Oy yTh IPUCBSYEH] KIJIBKICHIM OLIHII
MOKpallleHb TPOAYKTUBHOCTI Ta aJalITUBHUX MOKJIMBOCTEH areHTa Ha OCHOB1 €KCTIEPUMEHTAIb -
HUX pe3ynbTatiB [31]. JleMOHCTpYIOUHM MPAKTUYHY MOKJIUBICTD peali3alii HbOro NpoeKTy, MU
pobuMo GyHIaMEHTATBHUN KPOK JI0 pealtizairii O1IbII aIanTUBHOTO, CTIMKOTO Ta IHTEJIEKTYaIb -
HOTO YIIPaBIIiHHS MEPEKEI0, pO3TOPHYTOTO O€3MOCEePEeTHBO Y MEPEKHIN 1HPPACTPYKTYPI.

AHaJi3 JiTepaTypHHX JAaHUX Ta NOCTAHOBKA mpodJjgemu. [IpoekTyBaHHS aBTOHOMHOTO
arenta LI mns BO SRv6 y cepenosumi FRRouting nepeTuHaeThes 3 KiIbKOMa KIIOYOBUMHU
JTOCHIIHUIIBKUMH oOnacTamu: Mepexi SRv6, OaratokpurepiaibHa ONTUMI3ALIsI MEPEXK, 3aCTO -
cyBanns [III/MO B mepexax (30kpeMa, MOJIETIICHI MO/IEJ) Ta PO3MHUPIOBAHICTH MPOTPAMHOTO
3a0e3meyeHHs] MapuIpyTHU3allii.

Imxenepis Ta ynpasiinas TpagpikoM SRv6 mponoHye HATUBHI MOXKIJIMBOCTI IPOTpaMyBaHHS
MEPEXKi, 10 T03BOJIsIE 3A1MCHIOBATH JeTanizoBany imxkeHepito Tpadiky (TE) [8, 9]. 3nauna vac-
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THHA ICHYIOUHX POOIT 30Ccepe/KeHa Ha IIEHTPATI30BaHOMY YIIpaBJiHHI yepe3 KoHTpoaepu SDN
a6o enemenTtn oduncienns nuisixy (PCE) nns ynpasninus momitukamu TE SRv6 Ha ocHOBI 110 -
O6anpHOrO ysBieHHs mpo mepexy [10, 11]. Xoya ui neHTpanizoBaHi miaxoau eHeKTUBHI s
MEeBHUX CI[EHAPiiB, BOHU KOHTPACTYIOTh 3 HAIIIOIO METOIO JELEHTPaTi30BaHOI aBTOHOMII HA MpHU -
cTpoi. [HII 1ocHiKeHHsI BUBYAIOTh PO3MOALJIeH] MexaHi3Mu SRv6, ane yacTo HE MalOTh ajam -
TUBHUX MOXJIMBOCTEH HaBYaHHS, BIACTUBUX areHTaMm Ha ocHoBi IIII. Hamra po6ora BigpizHsie-
ThCSl TUM, 110 IPOTIOHYE Ta OLIHIOE MOXKJIMBICTh peaii3alii aBBTOHOMHOT'O areHTa, 1110 HaBYa€ThCs,
SIKUH MpaIO€e Ha PiBHI By3Jia Ta MPHUIMae pillIeHHs! HA OCHOBI JIOKQJIbHOI'O KOHTEKCTY.
3acTocyBaHHS METO/IB OaraTokputepianpHoi ontumizamii (bO) B Mepexax ais 30amaHcy -
BaHHs CYINEPEYIMBUX MEPEKHUX IiJeH (3aTpuMKa, MPOIYCKHA 3JaTHICTh, BapTICTh TOIIO)
€ noOpe ycraneHor ramyssio [12, 13]. TexHiku BapitorOThCS BijJ KIACUUYHUX METOMIB ONTHUMI -
3alii 10 mepeoBUX MeTaeBpUCTUK, TakuX K NSGA-II. Onnak 6arato pimens bO po3po0Oieni
s oraliH-mutanyBasHs 200 IEHTPaNIi30BaHOT0 BUKOHAaHHSA. [Ipobiiema mossirae y BUKOHaHHI
BO nuHamigyHO Ta aBBTOHOMHO B MEXaX PECypCHUX 0OMEKEHb MEpeKHOT0 MpucTporo. Hamr miz-
X171 BukopuctoBye nojermenuit 1 cnenianbHo 11 BUPILIEHHS Li€l TPOOIEMU.
3actocyBaHHs HaBuaHHs 3 miakpimieHHsIM (RL) ta rpagoBux neiiponnux mepex (GNN)
JJI YIIPaBJIIHHS MEpekero mBUaKo 3poctae [14, 15, 20]. RL go3Bomse areHTaM BUBYATH OIITH -
MaJTbHI IMOJIITUKHU YIIPaBJIIHHS Yepe3 B3aEMO/Ii10 3 cepegoBuIeM, Toai sk GNN HajgaroTh MOTYX -
HUM 3aci0 st 00poOKHK JaHUX MEPEKHOI TOmoIoTii 3 rpadoBoio cTpykTyporo [21, 22]. OxHak
Oarato 3ampomnoHoBa-HUX pimeHb LI BuMararmoTh 3HAYHMX OOYMCIIOBAIIBHUX PECYpPCIB, IO
oOMexye IX MpsiME€ 3aCTOCYBaHHS Ha CTaHAAPTHOMY MepexHoMy oOsanHaHHi. Kputuunum
ACIIEKTOM HAILIOT'0 JOCHIKEHHS € siBHUM (hoKyc Ha mosermenux moxaensx LI, BukopucToBy-
I0YM TaKi METOIH, IK CKOPOYCHHS MOJIeJN, KBaHTyBaHHs abo edexkTuBHI apxiTekTypu [16, 17,
18, 19], m106 3a0e3meynTi MOKJIMBICTh peali3allii B CepeloBUIIax 3 0OMEKEHUMHU PECypCaMHu.

[HTerparis 30BHIMIHBOT JIOTIKU 3 MPOTPAMHHUM 3a0€3MEeUCHHIM MapIIpyTU3aIlii TpOMHCIIO-
BOTO piBHS € HeTpuUBiadbHUM 3aBnaHHsAM. FRRouting, sik makeT 3 BIAKpUTUM KOJOM, TPOMOHYE
KiJTbKa TOYOK PO3IIMPIOBAHOCTI, BKIKOYAKYN 3aBaHTAXyBaHI MOy [24], BHYTpPIlIHI XYKH Ta
Bce Oinpin cranaaptu3oBadi niBHiuHI API Ha ocHOB1I YANG (noctynni uepe3 NETCONF a6o
gRPC) ta morenuiitno REST [25, 29]. Xoua ui inTepdeiicu icHyI0Th, TOCIIKEHHS, 110 ASTalli-
3YIOTh 1X KOHKPETHE BUKOPUCTAHHS JIJIS IHTETpaIlii aBTOHOMHUX, nosiermeHux arentis 111, sxi
BUKOHYIOTh CKJIaJHI 3aBaaHHs, Taki sk BO SRv6 uepe3 nokanpay [PC, 3anumaroThC st BiTHOCHO
piakicHUMHU. [cHyI0Yl IpUKIaaAW 1HTErpalii 4acTo 30Cepe/’KeHi Ha MOHITOpUHTY [27], mpocTi-
KX 3aBJaHHAX KOHQIrypamii abo cnenu@iyHuX po3MIUPEHHIX TPOTOKOIB.

I{s po6oTa Mae Ha MeTi 3alMOBHUTH NPOTAINHY, HAJAIOUH JIETATBbHUM MPOEKT Ta aHali3
MOXJIMBOCTI peasii3allii TOBHOI CUCTEMH, 1110 BKII0Ya€ aBTOHOMHOTO, nojermieHoro arenra LI,
akuii BUKonye bO SRv6 yepe3 npsimy jokanbHy B3aeMogito 3 miaatdopmoro FRRouting, Tum
CaMUM JIEMOHCTPYIOUM MPaKTUUYHHUM NUIAX 10 BOYJAOBYBaHHS aJalTUBHOTO 1HTENEKTY y CTaH-
napTHY iH(ppacTpyKTypy MapiupyTtusaii [30].

Ocnoena uacmuna

3ampornoHoBaHa apxiTeKTypa BOyaoBy€e aBToHOMHOTr0 arenra II y By3o0n Mapuipyru3ariii,
posTamoBanuil pazoM 13 naketoM FRRouting Ha xoct-cuctemi Linux. Llei mpoeKT sIBHO yHUKa€
3aJI)KHOCT1 BiJl 30BHIMIHIX KOHTPOJIEPIB JJII OCHOBHOTO MUKy ONTHMi3allii, Mal04u Ha METI
MABHUINEHY CTIWKICTh Ta MOTEHIIMHO MIBUAIILY JOKAJbHY afanTailito. ATeHT QyHKIIIOHY€E SIK HE -
3aJeKHUM MpOrpaMHUIl mpoliec, sKkuil B3aemoie 3 nemonamu FRRouting uepes nokansui API
a6o mexanizmu IPC.

ISSN 2412-9070 20 3B’ A30K, Ne 5, 2025



IIpoGaemMu pO3BUTKY Ta BAOCKOHAIEHHA

 CJI0BO HAYKOBIIA

€AUHOI HAIIOHAJIBHOI CUCTEMH 3B’ A3KY

Linux Host System / Router Node

Autonomous Al Agent Process (Python) Routing Platform (e.g., FRRouting Suite)

Monitoring Module

Request/Receive Network State

State Representation Module

Al Core (Decision Engine)

Apply Actions/Config Commands

zebra (Core)

ospfd / isisd (IGP)

bgpd (BGP)

Action Execution Module } ‘

pathd (SR Policies)

/

: | Learning Module (Offline) ‘ (]

Local API1/ IPC Interface

Puc 1. liarpama apxiTeKTypH CHCTeMH: Jiarpama, 1o iII0cTpye KOMIOHEeHTH Ha xXocTi Linux (neMonn FRRoutlng
(zebra, bgpd, ospfd/isisd, pathd), npouec arenta IIII (3 BHyTpitHiM#u MOYJISIMH: MOHITOPHHT, IIPeICTABJIEHHS CTAHY,
sapo L1, Bukonanus fiii, HABYaHHS) Ta 3B'A30K 4epe3 JokaabHuii API/IPC, mio ix 3'eqnye)

ADpXITEKTypa CKIIaIa€ThCA 3 HACTYITHHUX KJIFOUOBHX KOMITOHEHTIB!

- Xocr-cuctema Linux: Hagae 6a3oBe cepefoBHIle OnepariiHOl CHCTEMH, MEPEKHUN CTEK Ta
KOHTEKCT BUKOHAHHSI.

- [Taker FRRouting: [Tnatgopma MapupyTusaiii 3 BiAKpUTUM KojoM [28], BiIMOBiJabHA 32 3a-
MYCK CTaHJAPTHHUX MPOTOKOJIB MapIIpyTH3aIlii Ta yIpaBiIiHHA QYHKIISIMA Ta TIoiTHKaMu SRv6 [23].

- [Iponiec aBTroHOMHOTO arenTa I1: Okpemuii mporec Ha Python, 110 iHKamnCyrO€ 1HTENEKT s
BO SRv6. Bxirouae MotyJ1i MOHITOPUHTY, TIPEICTABICHHS CTaHy, NPUHHATTS pimeHs (sapo L), Bu-
KOHaHHs NiK Ta HaBuaHHs (RL).

Monyns MmoniTopunry: 3anurye gokainbHi APl FRRouting [27] Ta inmn pkepena uis 300py na-
HUX TIPO CTaH Mepeski. Moayib mpecTaBieHHs cTany: [lepeTBoproe naHi y CTpyKTypoBaHuii (hoopmar
s 1. Mexani3zm npuidusaTTs pimens (sapo HII): Mictuts HaBueny nodermieny moxaens LI ms
BU3HAYEHHS ONTUMalbHOI [ii. Moaynb BHUKOHaHHs aii: TpaHciaroe pilleHHS y KOMaHAM s
FRRouting. Moayne HaBuanss (RL): BukopucroByerbes 1uis onoBnenHs moaeni HII.

- JloxaneHuii intepdeiic APl / IPC: Kanan 3B'13ky mixk arenrom I ta FRRouting.

L5 po3'ennana, MOIyJIbHA apXITEKTypa CHpUsie He3aJIeKHiH po3poOIli Ta OHOBJIEHHIO.

Crpareris peanizaiiii npioputesye nonermeni moaeni I ta crangaptai incTpymentu. Python
3 obOpano stk MoBYy. Snpo - mosgermeni moaeJi LI, mo6 3MeHmATH po3Mip Ta ckiraaHicTh [ 16]. Kan-
munatu - RL (PPO, A2C) [14] ta GNN (GCN, GAT) [17], 3 MOXIHUBUM CKOpPOYECH-
HsIM/KBaHTyBaHHsM [ 18, 19].

IIpencraBiaenns crany 6yne orpumyBatucs yepe3 API FRRouting. IlpocTip aiii BinoOpaxa-
TUMETBHCS Ha 3MiHU NOMITHKH SRv6. @ynkuis BuHaropoau (RL) Oyze iHKancymoBaTH MHOXKHHHI
.

3B's130Kk uepe3 JokaabHuii API a6o IPC. Kangunatu [23, 24, 25]: YANG/gRPC, REST [29],
OSPF API [27] a6o xyku. Mozenb J10KaJIbHOI B3aEMOiil 3a0e3medye aBTOHOMIIO.

BukopucToBy€eThCSI KOHTeliHepU30BaHe cuMyJisilliliHe cepenosuine. AreHT Ta FRRouting —
y koureitHepax Docker. Docker Compose mis ynpasminas. Mininet mis emyssiiii Tomosoriii.
PoGoumnii nmpouec BKiIO4ae po3poOKy, MaKyBaHHsS, CUMYJIALIIO, OpKecTpallito, odiaiiH-HaBUaHHS
(GCP) Ta Bamigariro.
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OcHOBHA MeTa - BCTAHOBUTH MPAKTHYHY MOMJIUBICTHL peanizamii. OmiHka IpyHTYEThCS Ha
YCIIITHOMY MPOEKTYBaHHI Ta peanizauii. MOXIUBICTD peasizalii ciupaeThest Ha 3Pl TEXHOJOTII.
MoJIMBICTB IHTETpallii 3aIeKUTh BiJ B3aeMoii yepe3 API. 3aranmpHa apXiTeKTypHa MOXKJIUBICTH
BCTaHOBJIIOETHCS IEMOHCTPAIIEI0 Y CUMYJISIIII.

Bucnoeku

VY wiil cTaTTi JeTadbHO OMUCAHO OOTPYHTYBAHHS MPOEKTY, APXITEKTYPY CUCTEMHU Ta CTPATETIIO
peanizanii nojermeHoro aBToHomHoro arenra LI ans GarartoxpurepianbHoi ontumizaiii SRv6.
KitouoBoro 0coOnuBICTIO € poboTa areHra sK OKPEMOIo IpOLECy, IHTErPOBAHOTO JIOKAJIBHO 3
FRRouting gepes crannaptai APL. IlpencraBnena poboTa BCTAaHOBIIOE MPAKTHYHY MOXJIUBICTH T10-
OyznoBuU Takoi apXiTeKTypH. BukopucroByroun crangapthi inctpymentu ta IPC, Mu nemoHcTpyemMo
KUTTE31aTHUM nUIAxX 11 BOyaoByBanHs joriku 111 y mepexni enementu 3 FRRouting. Lle ocHoBa
JUISt MaOyTHIX TOCTIKEeHb aJalTUBHUX, CTIHKKUX Ta ACIIEHTPAII30BaHUX CUCTEeM yrpaBiinas. [loga-
JIBII JOCIIIKEHHS 30CepeIAThCS Ha KUTbKICHIN OIlIHII, OEHYMAPKIHTY, OIIHII aJaITUBHOCTI, aHaJI131
pecypciB Ta JIOCIiKEHHI BIOCKOHANEeHb. L[ poboTa € 3HauHUM KPOKOM JI0 peani3auii HoTeHIiaIy
aBToHOMHUX LlII-arenTiB muist ynpasiiHHs Mepexxamu SRv6.

Cnucok nimepamypu

1. NGMN Alliance. Automation and Autonomous System Architecture Framework. Accessed
April 3, 2025. (https://www.ngmn.org/wp-
content/uploads/Automation_and_Autonomous_System_Architecture_Framework.pdf).

2. Huawei Technical Support. What Is SRv6? How Does SRv6 Work? Accessed April 3, 2025.
(https://info.support.huawei.com/info-finder/encyclopedia/en/SRv6.html).

3. Bharatiya, P. Understanding Al Agents and Agentic Al: A Comprehensive Guide. Pronod
Bharatiya's Blog. Accessed April 3, 2025. (https://data-intelligence.hashnode.dev/understanding-ai-
agents-agentic-ai-guide).

4. YouTube. What is Agentic Al? Create your Own Autonomous Al Agent with Python | GenAl |
Machine Learning | NLP. Accessed April 3, 2025.
(https://www.youtube.com/watch?v=dsbjMbK_9Gw).

5. Arsénio, A. M., et al. Research Challenges in Coupling Artificial Intelligence and Network
Management. IETF Draft. Accessed April 3, 2025. (https://www.ietf.org/id/draft-irtf-nmrg-ai-
challenges-05.html).

6. Cisco Press. Chapter 3. What Is Segment Routing over IPv6 (SRv6)? Accessed April 3, 2025.
(https://www.ciscopress.com/articles/article.asp?p=3203556&seqNum=2).

7. Jakab, F., et al. Segment Routing: A Comprehensive Survey of Research Activities,
Standardization  Efforts, and Implementation Results. Accessed April 3, 2025.
(http://www.hit.bme.hu/~jakab/edu/litr/SegRou/Segment_Routing_A_Comprehensive_Survey of Re
search_Activities_Standardization_Efforts_and_Implementation_Results.pdf).

8. Filsfils, C., et al. RFC 8986: Segment Routing over IPv6 (SRv6) Network Programming. IETF
Datatracker. Accessed April 3, 2025. (https://datatracker.ietf.org/doc/rfc8986/).

9.APNIC Blog. What is SRv6 network programming? Accessed April 3, 2025.
(https://blog.apnic.net/2020/05/01/what-is-srv6-network-programming/).

10. Li, Z., et al. Routing Optimization Mechanism for SRv6 Based Power Data Network.
ResearchGate. Accessed April 3, 2025.
(https://www.researchgate.net/publication/376828109_Routing_Optimization_Mechanism_for_SRv
6 _Based Power_Data_Network).

11. Filsfils, C., et al. RFC 9256: Segment Routing Policy Architecture. RFC Editor. Accessed
April 3, 2025. (https://www.rfc-editor.org/rfc/rfc9256.html).

12.Wikipedia.  Multiple-criteria  decision  analysis.  Accessed  April 3, 2025.
(https://en.wikipedia.org/wiki/Multiple-criteria_decision_analysis).

13.Wikipedia. Multi-objective optimization. Accessed April 3, 2025.
(https://en.wikipedia.org/wiki/Multi-objective_optimization).

ISSN 2412-9070 22 3B’SI30K, Ne 5, 2025



IIpoGaeMu pO3BUTKY Ta BAOCKOHAJTEHHSA

[CJIOBO HAYKOBHH] €IMHOI HAlIOHAJIbHOI CUCTEMU 3B’A3KY

14. Liu, Y., et al. Lightweight Reinforcement Learning for Energy Efficient Communications in
Wireless Sensor Networks. ResearchGate. Accessed April 3, 2025.
(https://www.researchgate.net/publication/331512412_Lightweight_Reinforcement_Learning_for_
Energy_Efficient_Communications_in_Wireless_Sensor_Networks).

15. Nemoto, K., & Matsutani, H. A Lightweight Reinforcement Learning Based Packet Routing
Method Using Online Sequential Learning. Keio University. Accessed April 3, 2025.
(https://www.arc.ics.keio.ac.jp/~matutani/papers/nemoto_ieicej2023.pdf).

16. Li, J., et al. Towards Lightweight and Robust Machine Learning for CDN Caching. Carnegie
Mellon University. Accessed April 3, 2025. (https://pdl.cmu.edu/PDL-
FTP/BigLearning/2018MachineLearningCDNcache  HOTNETS.pdf).

17. Liu, X., et al. Lightweight Graph Neural Network Search with Graph Sparsification.
OpenReview. Accessed April 3, 2025. (https://openreview.net/forum?id=IefMMX12yKk).

18. Liu, Z., et al. ALGNN: Auto-Designed Lightweight Graph Neural Network. ResearchGate.
Accessed April 3, 2025. (https://www.researchgate.net/publication/355539525 ALGNN_Auto-
Designed_Lightweight Graph_Neural Network).

19. Wang, Y., et al. A Lightweight Method for Graph Neural Networks Based on Knowledge
Distillation and Graph Contrastive Learning. MDPI. Accessed April 3, 2025.
(https://lwww.mdpi.com/2076-3417/14/11/4805).

20. Chowdhury, S. R., et al. Achieving Network Resilience through Graph Neural Network-
enabled Deep  Reinforcement  Learning.  arXiv.  Accessed  April 3,  2025.
(https://arxiv.org/html/2501.11074v1).

21. Zhang, Y., et al. Resource Allocation Based on Graph Neural Networks in Vehicular
Communications. NSF-PAR. Accessed April 3, 2025. (https://par.nsf.gov/servlets/purl/10286411).

22. Yu, M., et al. GNN-RL Compression: Topology-Aware Network Pruning using Multi-stage
Graph Embedding and Reinforcement Learning. lowa State University. Accessed April 3, 2025.
(https://swapp.cs.iastate.edu/files/inline-files/yu_ea_gnn_compression_arxiv_feb 2021.pdf).

23. FRRouting. Process Architecture — FRR latest documentation. Accessed April 3, 2025.
(https://docs.frrouting.org/projects/dev-guide/en/latest/process-architecture.html).

24. FRRouting. Modules — FRR latest documentation. Accessed April 3, 2025.
(https://docs.frrouting.org/projects/dev-guide/en/latest/modules.html).

25. FRRouting. Architecture — FRR latest documentation (Northbound API). Accessed April 3,
2025. (https://docs.frrouting.org/projects/dev-guide/en/latest/northbound/architecture.html).

26.NVIDIA Developer. FRRouting. Accessed April 3, 2025.
(https://developer.nvidia.com/networking/ethernet-switches/frrouting).

27. FRRouting. OSPF API Documentation — FRR latest documentation. Accessed April 3, 2025.
(https://docs.frrouting.org/projects/dev-guide/en/latest/ospf-api.html).

28.FRRouting. The FRRouting Protocol Suite. GitHub. Accessed April 3, 2025.
(https://github.com/FRRouting/frr).

29.0midznlp. REST-API-FRRouting. GitHub. Accessed April 3, 2025.
(https://github.com/Omidznlp/REST-API-FRRouting).

30. Boucadair, M., & Jacquenet, C. Research Challenges in Coupling Artificial Intelligence and
Network Management. IETF. Accessed April 3, 2025. (https://www.ietf.org/id/draft-irtf-nmrg-ai-
challenges-05.html).

31. Bondan, L., et al. SRPerf: a Performance Evaluation Framework for IPv6 Segment Routing.
arXiv. Accessed April 3, 2025. (https://arxiv.org/abs/2001.06182).

32. YouTube. Introduction to Al Agents - Theory and Code. Accessed April 3, 2025.
(https://www.youtube.com/watch?v=UMYKjT9exb4).

33. Athina Al. Understanding Autonomous Al Agents: Components, Challenges, and Future
Prospects. Medium. Accessed April 3, 2025. (https://medium.com/athina-ai/understanding-
autonomous-ai-agents-components-challenges-and-future-prospects-51db55feOadb).

ISSN 2412-9070 23 3B’ A30K, Ne 5, 2025



IIpoGsieMu PO3BUTKY Ta BAOCKOHAJEHHA

| CJIOBO HAYKOBIIf |—

€AUHOI HAIIOHAJIBHOI CUCTEMH 3B’ A3KY

Yu. Vladarchyk, K. Nesterenko
DESIGN AND IMPLEMENTATION OF A LIGHTWEIGHT AUTONOMOUS
AT AGENT FOR SRV6 MULTI-CRITERIA OPTIMIZATION WITHIN FRROUTING

Modern info-communication networks, increasingly leveraging Segment Routing over IPv6 (SRv6) for
enhanced flexibility and programmability, face significant challenges in achieving dyna-mic and effective
multi-criteria optimization (MCO). The relentless growth in network traffic volume, the escalating diversity
of services driven by 5G, loT, and edge computing, and the highly dynamic nature of performance demands
necessitate a paradigm shift from traditional, often manual or statically configured, network management
towards more autonomous and intelligent control systems. SRv6 provides a powerful architectural founda-
tion for this evolution by encoding routing instructions directly within the IPv6 data plane, yet harnessing
this programmability to simultaneously optimize multiple, often conflicting, criteria—such as latency, throu-
ghput, reliability, and resource utilization—remains a complex undertaking, particularly under fluctuating
network conditions and diverse application requirements.

Traditional centralized network management approaches, including those based on Software-Defined
Networking (SDN) controllers, often encounter limitations related to scalability, potential single points of
failure, and the inherent latency involved in collecting global network state and distributing control com-
mands. Conversely, deploying sophisticated decision-making intelligence directly onto network devices,
while offering the promise of faster localized responses and enhanced resilience, is frequently hindered by
the inherent constraints in computational resources (CPU, memory) typical of standard routing hardware.
This paper specifically addresses the critical feasibility of de-signing and deploying a controller-less, auto-
nomous Artificial Intelligence (Al) agent directly on a Linux-based routing platform to perform MCO for
SRv6 traffic engineering. A core aspect of our investigation is the agent's seamless integration with the wi-
dely adopted FRRouting open-source routing suite, which serves as the operational platform for both moni-
toring network state and enacting SRv6 policy modifications.

We present the detailed design principles and a comprehensive implementation strategy for a lightwei-
ght Al agent. This agent is specifically architected to utilize resource-efficient Reinforcement Learning (RL)
and/or Graph Neural Network (GNN) techniques, which are particularly well-suited for operation within
such constrained environments. The proposed agent functions as a distinct software process, running inde-
pendently yet interacting locally with the co-located FRRouting daemons (e.g., zebra, bgpd, ospfd/isisd, pa-
thd). This interaction is facilitated through standard, well-defined Application Programming Interfaces
(APIs), such as YANG/NETCONF, gRPC, or REST, operating over local Inter-Process Communication
(IPC) mechanisms. This local API-driven approach enables the agent to continuously monitor relevant net-
work state parameters derived from FRRouting and autonomously apply SRv6 Traffic Engineering (TE) po-
licy modifications back to the FRRouting suite without reliance on any remote controller.

The paper meticulously details the overall system architecture, the conceptual components underpin-
ning the agent's intelligent decision-making process (including state representation derived from network
telemetry, the defined action space corresponding to SRv6 policy controls, and the formulation of multi-cri-
teria objective functions), the specific local API-based integration mechanisms with FRRouting and the pla-
nned implementation methodology. This methodology leverages Python as the primary development lan-
guage, augmented by standard Al libraries (e.g., TensorFlow, PyTorch), and employs a containerized envi-
ronment (Docker) for consistent deployment and rigorous validation within the Mininet network emulator.
The offline training of the Al models is envisioned to utilize scalable cloud platforms like Google Cloud Pla-
tform (GCP) to handle computational demands. The primary scientific and practical contribution of this
work lies in the thorough demonstration of the feasibility of designing and implementing this novel autono-
mous, on-device agent architecture. By showcasing its capability to effectively interact with a standard, pro-
duction-grade routing platform like FRRouting for the purpose of SRv6 MCO, this research paves the way
for the development of more adaptive, resilient, and intelligent network control strategies deployed directly
within the network infrastructure, thereby fostering a new generation of decentralized and autonomous net-
work management solutions.

Keywords: autonomous network management; artificial intelligence; reinforcement learning; segment
routing; SRv6; multi-criteria optimization; FRRouting; model; local API; inter-process communication (IPC).
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